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BIO HACKERS, BODY
HACKERS, CYBORGS AND 7"
GRINDERS... OH MY!

g 45 L Eld 4
A. :" 2 «f o / o ?\ "

W

b |



to alter the

® Overall desire t an perception and even

create "new senses‘.
@



dart of us
e we aren’t

veloped yet,

sopping us?

osthetics have become
“smart” and can be
controlled by electrical
impulses. Is it just an ethical
thing?




on a tollway?

'® Children on School Buses
® Residents at Nursing Homes

® Time and Attendance

®* Hazardous Worksite Safety




o] o the fight? Red Teamers
bring that fig’r 0 you
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® - Energy and v

® _ Educational institutions

And most are not encrypted and contain default or weak keys
@







netized,
plant

3.56MHz NFC Type 4
O14443A RFID
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NE ong lifting capabilities.

Spark 2 Cp

The VivoKey Spark 2 is a he Spark 2 is a product designed and manufactured by
VivoKey Technologies, makers of the only cryptobionic implants capable of performing strong cryptographic functions in
vivo. The Spark is a 13.56MHz ISO14443A and NFC Type 4 compliant, readable by all NFC reader devices including all

NFC capable smartphones and USB readers that are capable of reading ISO14443A chips. There is nothing to program,
and it is cryptographically secure.






DOS attacks with RFID

®* Used to impede others from entering or general disruption

RFID WEB EXPLOITATION

®* Data can be written directly to a card or RFID chip. Can be

scanned by a smart phone or computer and sent to a
malicious site.

IMPACT TO SQL Injection with RFID
O RGANIZATIONS ® Access systems are often vulnerable to SQL injection and

payload can be passed via RFID

Buffer Overflow with RFID

® Can cause a crash of overflow the buffer of the application
to inject a payload

Malware

® Delivered directly to the computer or a smartphone



..WHAT COULD GO WRONG?
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QUESTIONS?

OR BECAUSEITS FINISHED




