
DIGITAL HAPKIDO
REDIRECTING THE ATTACKER’S ENERGY

Secure Iowa October 6th , 2021

ANDY NELLER



PRESENTER BIOGRAPHY

▪ Andy is a strategic leader with over 25 years in cybersecurity. His qualifications include a 
BS in Cybersecurity and the CISSP, C|CISO, CRISC, and CCE certifications. He has extensive 
experience in helping organizations securely transition to the cloud in highly regulated 
environments. He focuses on best-in-class security through the creation of sound security 
programs; ensuring governance and regulation compliance, and IT security risk 
management strategies that enable delivery of secure solutions for business 
stakeholders.

▪ He has provided forensic case information to Law Enforcement, the Iowa Attorney 
General, and the United States Congress.

▪ An active mentor in the Iowa STEM Hyperstream cyberdefense program, Mr. Neller is also 
a member of the Technology Association of Iowa (TAI) CISO workgroup and the Blue Cross 
Blue Shield (BCBSA) CISO Cybersecurity Subcommittee.

▪ Mr. Neller is also co-founder of Digital Revelation, a security research and award winning 
competitive hacking team.
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AGENDA
▪ Key foundational tenants

▪ Neller’s hierarchy of Cyber Security needs

▪ Cyber Security kill chain

▪ AOA (Anatomy of Attack)

▪ MITRE ATT&CK ™

▪ Adversary Obstruction examples

▪ Cyber Deception & Vendor based solutions (Deception in a box)

▪ Conversation and Questions
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KEY FOUNDATIONAL TENANTS 
▪ Focus on the journey to win the war.

▪ Breaches are not inevitable, control failures are.

▪ You have the home field advantage. (Even against insider threats)

▪ Validate and verify what is critical (Metrics)

▪ Good security doesn’t have to be expensive (traditional tradeoffs) 

▪ The song changes, but the dance remains the same

▪ Compliance ≠ Security
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SECURE FRAMEWORK

Neller’s Hierarchy of Cyber Security 
Needs
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CYBER SECURITY KILL CHAIN

6https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html



UNDERSTAND YOUR ADVERSARY
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ANATOMY OF ATTACK (AOA)
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https://securityintelligence.com/target-breach-protect-against-similar-attacks-retailers/
January 31, 2014 | By Chris Poulin

https://securityintelligence.com/target-breach-protect-against-similar-attacks-retailers/
https://securityintelligence.com/author/chris-poulin/


TARGET BREACH
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9/2013 1/10/14

Target certified as 
PCI-DSS compliant

POS malware fully 
installed

DOJ notifies 
Target

Attackers lose 
foothold in Target 

network

Attackers test 
malware on 
Target POS

First FireEye 
alerts 

triggered

Symantec software 
identifies malicious 

activity

Target publicly 
announces 40 

million credit and 
debit card records 
stolen after story 
breaks on 12/18

More FireEye 
alerts 

triggered

Attackers install 
data exfiltration 

malware

Attackers first 
breach Target 

network

Attackers steal 
Fazio 

credentials

Target confirms 
breach –

removes most 
malware

Target confirms 
a further 70 
million data 

records stolen

Attackers install 
upgraded 

versions of 
exfiltration 

malware – begin 
exfiltrating data

11/12/1
3

11/30/1
3

12/2/13 12/12/1
3

12/15/1
3

12/15/1
3

11/15 – 11/28
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FUND REDIRECTION — ANATOMY OF ATTACK ACA/HEALTH (AOA)

TIN, zip code, and NPI 
is the only registration 
information required 
by many portal 
operators.

Using the public 
information of a 
legitimate healthcare 
provider.

Using the portal the 
attackers set the 
required information to 
attacker controlled 
bank account. 

Triggered by processes 
at payers which 
completes transfer to 
fraudulent account.

Money lost 



MITRE ATT&CK TM

• MITRE ATT&CK™ is a globally-accessible knowledge base of 
adversary tactics and techniques based on real-world 
observations. The ATT&CK knowledge base is used as a 
foundation for the development of specific threat models and 
methodologies in the private sector, in government, and in the 
cybersecurity product and service community.
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https://attack.mitre.org/

https://attack.mitre.org/
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https://attack.mitre.org/
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https://attack.mitre.org/


14https://attack.mitre.org/

https://attack.mitre.org/
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ADVERSARY OBSTRUCTION



INTRO TO CYBER ADVERSARY OBSTRUCTION
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ADVERSARY OBSTRUCTION

▪ Layers are your friend

▪ Allows Blue team to flip-the-script

▪ High fidelity based off your environment

▪ Typically low/no cost to put in place

▪ Setting alarms that should never/rarely go off

▪ Additive to an established InfoSec program

▪ Metrics and Testing (Critical)

▪ Take it to the next level with deception tech
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ADVERSARY OBSTRUCTION EXAMPLES

▪ Segmentation Rules (Especially from user land) 

▪ Peer-to-Peer 

▪ Volume of traffic

▪ Types of traffic

▪ Operating systems (more difficult in BYOD)

▪ Take advantage of host based firewalls / free solutions 
(Microsoft ATA)
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ADVERSARY OBSTRUCTION EXAMPLES

▪ Do you really need to talk to China/Russia/?

▪ Keyboard Layouts (Non-Us)

▪ DNS Blackhole *
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CYBER DECEPTION



INTRO TO CYBER DECEPTION
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22https://www.linkedin.com/pulse/deception-technology-aditya-mukherjee-phd-information-security-/



WHY?
Rationale: Adversaries have evolved,  Controls will eventually fail (weakest link).

Can your environment serve as a detection network?

If employees use reports and GUIs, adversaries seek raw data stores, CLIs and APIs.

Adversaries seek to move inside an environment without detection. 

Lateral Movement is a key indicator of a security event…but what about 
files/instances/tokens that should never be touched?
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LOW / NO COST OPTIONS 

▪ API security value example , DNS example, Web Cookie 
example, and AWS Key example , Microsoft ATA
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COMMERCIAL OPTIONS 

▪ MazeRunner (Cymmetria – Gadi Everon)

▪ Smokescreen

▪ Javelin Networks (Symantec)

▪ Thinkst Canaries (Check your Cyber Insurance)*

25



THINKST CANARIES
Deployed quickly

Signal/Noise ratio in your favor

High-interaction honeypots are a lot of work

Low-interaction honeypots aren’t very 
interesting
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WINNING

▪ Non-persistence (not immutable) 

▪ Solid Update Process

▪ Measure and Report

▪ Automate
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CONVERSATIONS
AND 

QUESTIONS
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DEMO



USB RUBBER DUCK
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REALLY BAD USB (USBNINJA)
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• The USBNinja is a USB Cable that embedded an BADUSB in it. It has 6KB Flash 
Memory in it to store your own payload. These payloads can be triggered by a 
Bluetooth Remote Control or this Application. The Cable can simulate itself to an 
HID-Keyboard or an HID-Mouse to Control .your computer



REALLY BAD USB (USBNINJA)
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REALLY BAD USB (USBNINJA)
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O.MG CABLE
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O.MG CABLE
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THANK YOU

@ORACLE_52
NELLERAE@WELLMARK.COM
ANELLER52@GMAIL.COM


