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HISTORY OF MODERN RANSOMWARE



1989
AIDS TROJAN

2015
TESLACRYPT

2016
PETYA

2016
POWERWARE

2017
WANNACRY

2017
THUNDERCRYPT

2018
GANDCRAB

2019
SODINOKIBI

2020
MAZE

2021
REVIL

2021
REVIL

THE EVOLUTION OF RANSOMWARE

2013
CRYPTOLOCKER

2016
LOCKY

2016
JIGSAW

2016
ZCRYPTOR

2017
GOLDENEYE

2017
RYUK

2019
MAZE

2020
REVIL

2020
RYUK

2021
DARKSIDE

2021
LOCKBIT



WHY RANSOMWARE?



WHY DO ATTACKERS
USE RANSOMWARE?

COMPLEXITYPOPULARITY

IMPACT

HACKTIVISTS

CYBERCRIMINALS NATION STATES



THE LATEST



WHY PRIORITIZE 
RANSOMWARE DEFENSE?
● Ransom Payment $$$

● Business Continuity

○ Downtime costs

○ Loss of data

● IR & security costs

● IT costs

● Insurance coverage

● Reputational damage

● Regulatory fines

● Loss of Human Life



INSIGHTS & TRENDS



INITIAL ACCESS DETONATE

RANSOM PAIDPERSISTENCE

SINGLE STAGE RANSOMWARE



Initial Access Lateral Movement

Credential Stealing

Detonate

Ransom Paid

Data Sold $$$/Blackmail

Persistence

MULTISTAGE RANSOMWARE



Decline of “Spray and Pray”: 
● Up until 2016, most ransomware attacks 

indiscriminately targeted individuals and 
organizations alike. 

 

Bigger Risk, Bigger Payout:  
● Since 2016, targeted attacks against 

organizations have increased dramatically. 

● Average ransom rose from $115k in 2019 to 
$312k in 2020

WHAT CHANGED?



1

Those with small IT teams. 

2

Those who use legacy systems.

3

WHAT MAKES A GOOD 
TARGET?

Those who require 99.999% uptime.



HOW ARE ATTACKERS DOING IT?



HOW CYBERCRIMINALS NOW FORCE VICTIMS TO PAY? 

● Controlling the network can be 

used to steal data

● Data exfiltration at scale & stealth

● Don’t want to pay? All your data 

will be sold to the highest bidder 

● Exploiting the fear of legal ramifications (GDPR, HIPAA, 

PCI DDS, GLBA)

FROM RANSOM TO BLACKMAIL

Concerning Trend: 

Shifting to
 BLACKMAIL



PAYING THE RANSOM



THE GOLDEN AGE OF RANSOMWARE



2020: The Year of Ransomware?

CYBERCRIMINAL 
COLLABORATION
Joint operations  with 
various commodity 

malware

COMMON INFECTION 
VECTORS

Credentials on 
underground markets, 

vulnerable assets, phishing

PARADIGM SHIFT

Classic Ransom Demand 
→ 

Double Extortion

MORE AGGRESSIVE 
THAN EVER

The most prominent 
threat in 2020



Top affected Industries
○ Manufacturing
○ Government
○ Education
○ Services
○ Healthcare

Top affected countries / Regions
○ North America
○ North-West Europe
○ Commonwealth countries (UK, Australia, South Africa)
○ Japan
○ India

Ransomware Stats for 2020



SUPPLY CHAIN ATTACKS

INDUSTRIES:

CYBEREASON VS EGREGOR RANSOMWARE

● RaaS Model: Ties to the former Maze Cartel

● Double extortion Scheme: with a leaks website

● Infection chain: phishing email -> Qakbot -> Egregor

REGIONS:



COMMODITY 
MALWARE 
INFECTION

RECONNAISSANCE COURSE OF ACTION
● Hacktools & penetration testing frameworks 

(Metasploit, Cobalt Strike, adfind)
● Lateral movement attempts (WMI, PowerShell, 

Pass-the-Hash, Pass-the-Ticket)

● Who is the victim?
● Collect data about the 

user / domain

COMMODITY MALWARE AS A PRECURSOR OF AN ATTACK
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RANSOMWARE DEFENSE



TODAY’S CHALLENGES 
● Easier than ever to run a RaaS operation

● More threat actors focus on organizations 

● More payouts than ever before, prices go up

● Ransom → Blackmail: Not paying increasingly becomes a scarier option

● Government regulations with steep fines come into play



THE UPSIDE 
● “Low and Slow”:  Dwell time > 1 month (up to 9 months!)

● History repeats itself: Most ransomware attacks are not novel!

● Next-gen AV and Behavior-based protection prove effective

● Good hygiene, procedures, and layered defense can prevent most attacks



PROTECTING YOUR ORGANIZATION
● Reevaluate or identify crown jewels (and 

paths to them)

● Evaluate and reduce cyber risk through 
prioritization

● Update legacy systems

● Prevent the preventable

● Detection mindset

● Implement user training

● Communicate the risk to the business

● Build relationships with executives

● Prepare in peacetime



WANT TO LEARN MORE?



THANK YOU


