The 2022 employee
cyber security handbook

Cyber attacks happen.
It may seem easy to ignore cyber security and take
the, “it will never happen to me or my business” stance.
We get it — cyber security is an overwhelming topic.
That’s why Field Effect exists.
We believe all businesses deserve powerful,
cost-effective, and easy-to-use cyber security to
protect their operations from cyber threats. No matter
your security knowledge, resources, or budget, cyber
security should be approachable and attainable for you.

But where do you start?
We created this eBook for you to distribute to your
teams and discuss the shared role in keeping your
workplace secure. This eBook explains why security is
a collective responsibility and provides practical insight
that everyone can use to defend against cyber threats.
More than anything, we want to stop cyber criminals
from hurting businesses and people like you. We’ve
got your back. If you have any questions, or if there’s
anything further we can do to help, please reach out.
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INTRODUCTION

Cyber security:
A shared
responsibility
Until recently, cyber security was primarily seen as a
job for the IT team. They’ve been tasked with installing
software, configuring accounts, and implementing basic

Which brings us to reason three: attackers are now
targeting everyone, no matter their role. By targeting
those already on the inside — you and your colleagues
— an attacker can bypass the multiple layers of security
designed to keep them out.
The good news is you don’t need to be an expert
with years of experience to protect yourself and your
organization. The key is understanding your attacker and

security measures to protect the company.

the security best practices that are proven to keep you

But all that has changed. Today, cyber security is only

in The 2022 Employee Cyber Security Handbook.

safe. Conveniently, we’ve included all that and more here

truly possible if the entire organization is involved —
from the newest team member to the CEO.
Here are a few reasons why.
The first is that there are now more opportunities for an
attack. Every added device, account, and home office is
a new attack opportunity. Plus, cyber crime has become
a commodity. Anyone with bad intentions and a few
dollars can buy expert-made tools to launch an attack.
The second is that technology can’t prevent employees
from developing risky habits, such as reusing the
same password and opening malicious files. Despite
organizations collectively spending billions1 on security
measures each year, attacks still happen. And that’s
because humans make mistakes.

https://www.forbes.com/sites/louiscolumbus/2020/08/09/cybersecurityspending-to-reach-123b-in-2020/#1f4eb031705f
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Know your
attackers’ techniques
Today’s distributed workforce provides a wide variety

Ransomware3 similarly prevents you from accessing data,

of opportunities for attackers. Teams rely on email,

files, and systems. However, it may also cost your

messaging platforms, and cloud-based services to

company financially. If you are a target, the attacker will

collaborate and communicate, and attackers are

lockdown your systems or data, and then demand

capitalizing on this dependency.

payment to restore access. If confidential data is
compromised, your company may face fines and legal

Attackers use automated tools to target many victims at

consequences as well.

once, but they’ve also started creating more focused and
convincing campaigns. By learning about your potential

Definition:

attackers — the tools they use, what they’re looking to

Ransomware is a type of malware designed to block

gain from you, as well as the tactics they employ — you

access to a computer system until a sum of money

can identify when you’re a target and put a stop to

is paid. Ransomware encrypts the files of a computer

any attacks.

system using a key controlled by the attacker.

Attackers may create or purchase
malware to use in their attacks
Malware — malicious software — can be found online for
free and is available for anyone to use in their attacks.
And while it’s difficult for less-technical individuals to
know if malware has infected their system, anyone can
improve their cyber defences by knowing and recognizing
how it’s delivered.
Victims commonly install malware via infected email
attachments; in fact, this is the culprit 43% of the time.2
However, there are other ways to get malware, such
as by visiting a corrupted website or downloading
malicious apps.
Once downloaded onto your device, the malware allows
the attacker to carry out unauthorized actions. They may
take over your financial accounts, lock down your
systems, compromise and steal sensitive personal or
company data, cause reputation damage, or even disrupt
entire operations.
5
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https://enterprise.verizon.com/resources/reports/2020-2021-cyber-espionage-report.pdf
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https://fieldeffect.com/blog/what-small-businesses-need-to-know-about-ransomware/

Attackers may use social engineering
scams to trick victims
At its core, social engineering is manipulation.
An attacker may use a social engineering scam to trick you into launching malicious software that then compromises the
entire company network and locks down operations. Or they may convince you to voluntarily provide usernames and
passwords, private client data, confidential business files, or the company’s financial details.
With this intel, they can wreak havoc on your company by selling or publishing trade secrets, personal information or
customer data, transferring company funds into their accounts, shutting down operations, and much more.

Here are some
of the general
techniques
used in social
engineering
scams that you
should know
about:

1.

They impersonate authority figures
or someone you trust
In a phishing scam, attackers will often pose as a highranking executive you know and trust, such as the CEO.
Disguised as someone else, the attacker may ask you to
send a wire transfer, company credentials, or other
confidential information.
This technique is effective for two main reasons:
• You’re more likely to open an email from your
CEO than a stranger.
• You’re less likely to question a request from an
authority figure.

Example:
You receive a seemingly urgent email from your
manager, the CFO. She’s asking you to update the
company’s financial credentials and forward the new
details immediately. Unfortunately, the email isn’t
really from your CFO, and an attacker now has
access to the company account.
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2.

They prey on your need
for information
In phishing attacks, attackers may encourage you to
open their email by falsely offering new information.
The attacker purposefully designs the scam to pique
your curiosity, as you may be more likely to open files
or links to gain that information.

Example:
You receive an email from what looks like your bank,
offering information about new interest rates. It
could impact your finances, so you open the file. But
it’s malware, and you’ve unknowingly granted the
attacker access to your device.

3.

4.

Attackers design phishing campaigns using limited

Attackers know that governments, suppliers, businesses,

time offers or with tasks requiring urgent action.

families, and friends send information related to current

Despite knowing better than to open a link without

events. Organizations often use consistent email formats,

first inspecting it, you may follow directions haphazardly

webpage layouts, and messaging that attackers can then

if you feel pressured to act quickly.

copy and use in their malicious versions.

They use fear or urgency
to pressure you to act

They hide their attack among
the noise of current events

Example:

Example:

You receive an email, seemingly from a recognized

You receive an email from what looks like the

brand, offering $1000 gift cards to the first ten

corporate HR account about the COVID-19

people who sign up for their newsletter. You register,

pandemic. They’re sending you a PDF file outlining

willingly giving the attacker your full name, phone

new distancing policies for the office.

number, and email address that they can sell to
others or illegally use themselves.

It’s a malicious document, but because you’re used
to receiving COVID-related information (and rely on
these email updates to navigate the day-to-day), you
click anyway.
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Follow cyber security
best practices
Modern work requires you to use email, cloud applications, and the Internet — all of which add security risks.
That’s why following best computing practices is critical, no matter the size of the company you work for,
where you work from, or the type of work that you do.

Choose passwords strong enough
to resist an attack
The most critical security rule? Never reuse passwords

No matter which method you use, here are a few more

across different accounts.

password-related tips to keep in mind:
• Avoid using personal information in your

It’s important you use unique and hard to guess

passwords, such as your name, date of birth, or

passwords to keep attackers out, even though the

place of work.

average American now has 27 online accounts.4

• Avoid typical replacement characters, such as

Thankfully, there are a couple easy ways

the “@” symbol in place of the letter “a.”

to create complex passwords:
1.

• Avoid using passphrases that have any meaning
to others.

Use passphrases. A passphrase is a sequence of
words that makes sense to you and no one else, such

•

as BlackBookcaseSpiderPlant. Why does this

• Avoid enabling the “Show my Password” feature

technique work? It’s much easier to remember a few

2.

words5 that make sense to you than it is to remember

while logging in to your accounts – especially if

12+ randomized characters.

you’re in a public space.

Use a password manager6 to create, store, and
retrieve distinctive passwords for your accounts.
Most password manager tools can autogenerate
complex strings of letters, numbers, and symbols, so
you can create unique passwords for each account
without having to remember them all.

8

Never share your passwords with anyone.
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https://www.inc.com/jason-aten/google-says-66-of-americans-still-do-this-1-thing-thatputs-their-personal-information-at-a-huge-risk-heres-how-google-wants-to-help.html
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https://www.nist.gov/blogs/taking-measure/easy-ways-build-better-p5w0rd
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Use multi-factor authentication
Multi-factor authentication (MFA) adds another layer of
cyber security and is critical for remote employees. MFA
can help protect against attacks that include:
• Credential stuffing — using previously compromised
account credentials to gain access.
• Brute force — systematically guessing all

When you receive an email, take
time to inspect it
Avoid complacency in your email routine. Be wary of
email senders masking their true identity. Like a
pickpocket, attackers employ distraction techniques to
obscure their scheme.
Pause to inspect the sender’s email address and display

possible username and password combinations

name more closely, especially if they are asking you to do

until successful.

something, such as login to a website, send sensitive

• Spear phishing — a phishing attack targeted toward
a specific individual.

files, or transfer money. If you have doubts, use other
means to contact the sender — by phone or in person
— to ask if they sent the email.

Here are two common schemes to watch for:
• Attackers posing as someone else — often a
person you know and trust — may use that
person’s full name (John Smith) or legitimate
email address (johnsmith@xyz.com) as their
display name. This is called “spoofing” and
makes it appear as though the email is coming
from the right person.
• Attackers may also use homoglyphs — any
identical or similar-looking text characters —
to look like the intended sender’s email address.
A familiar example of this scheme in action is
replacing a capital letter “O” with a zero.

Example: Chief.Executive.0fficer@company.com

Even if the sender’s email address seems real, the
attacker may have accessed the account of a legitimate
user and sent the message to conduct a social
engineering scam called business email compromise.7
If your company uses Covalence,8 you can forward the
email to our team of cyber experts via the integrated
7

https://fieldeffect.com/blog/how-to-spot-business-email-compromise-attack/
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https://fieldeffect.com/products/covalence-cyber-security/
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Suspicious Email Analysis Service (SEAS). We’ll inspect
the message right away and let you know step-by-step
how to deal with the email.

Don’t click on suspicious hyperlinks
or attachments

Be aware of the risks associated with
modern work tools

If you receive a phishing email, don’t click on any links or

As we rely on video conferencing software, messaging

open any files. Clicking on any part of the email could

apps, and cloud-based services to enable remote work,

lead you to download malware or to a login page that

we must consider the new opportunities they present for

appears authentic, but entering your credentials exposes

attackers. A web-based video conferencing tool recently

them to the attacker.

faced backlash9 for its security risks, for example, and
Microsoft has banned other collaborative tools10 for their

At a minimum, clicking on a suspicious link lets the

inadequate protections.

attacker know that you received and opened their email.
This establishes communication between your system

Here are just a few of the risks that come

and the attacker and may enable the subsequent attack.

with these tools:

Our team at Field Effect has found that attackers are
starting to include clickable images in their attacks. By
using an image instead of text, the attacker can still link
to a malicious website, all while evading any text filters in
place to keep them out.

• Logging in from home (or other locations) presents
a new opportunity for hackers to remotely
access systems.
• Using improperly configured tools, apps, and services
allow hackers the chance to abuse these
misconfigurations.
• These technologies have new vulnerabilities

A tip from the experts:
Following an email link may lead you to a website
that looks real but is not. Instead, bookmark
websites you frequent — especially those requiring
your credentials such as online banking — and use
the bookmark to access the page instead of the
hyperlink in the email.

uncovered every day that are then shared online
with others.
Securing against these cyber threats requires effort from
all parties. IT should configure devices and accounts
properly, provide reliable tools for remote access, and
implement a powerful threat monitoring, detection, and
response solution.11
Your role, however, is equally important. Human error
continues to be a leading cause of data breaches,12 so
you must be aware of the security risks and diligent while
using these tools.

9

https://www.theverge.com/2020/4/1/21202584/zoom-security-privacy-issues-video-conferencing-software-coronavirus-demand-response
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https://www.livemint.com/companies/news/microsoft-bans-employees-from-using-slack-1561350335031.html
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https://fieldeffect.com/products/covalence-cyber-security/
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https://www.industryweek.com/technology-and-iiot/article/21131736/verizon-dbir-we-have-a-people-problem
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Build a security-first
culture
Cyber security cannot be a check-the-box activity; it

A security-first culture keeps cyber threats top of mind

needs to be an ongoing commitment. Ensure this by

and enables you, as an employee, to contribute actively

integrating security as a company value and as part of

to the safety of your business.

the culture.
While it’s extremely important to have cyber insurance
Everyone in the company has a role to play and a

and backups, you can’t rely on these things to prevent

responsibility to build a safer, more secure workplace.

an attack. By proactively encouraging cyber security
responsibility across the entire company, you can help

Here are a few ways to do that:

to avoid threats altogether.

• Be a security champion in your organization.

And remember, you’re not alone. It’s our mission to help

• Stay up to date on threats and techniques.

protect small and mid-size businesses. If you have any

• Follow cyber security regulations and policies.
• Demonstrate security best practices for others.
• Avoid complacency while conducting business
using technology.
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questions, or need any help with your cyber security,
get in touch with our Field Effect team.

We’ve got your back.

Covalence threat
monitoring, detection,
and response platform
Covalence, Field Effect’s threat monitoring, detection, and
response platform, provides small and mid-size businesses
continuous visibility into their IT networks to identify
potential threats, vulnerabilities, and malicious activities.
By providing easy-to-understand, actionable insights,
Covalence helps customers prioritize and resolve cyber
security issues and improve their security. The end result
is a powerful cyber threat detection system, delivering big
business insights without the matching price tag.

The Covalence product line includes
Covalence Remote Work, Covalence Cloud,
and Covalence Complete.

About Field Effect

Contact our
team today.

Field Effect believes that businesses of all sizes
deserve powerful cyber security solutions to
protect them. Our threat monitoring, detection,
and response platform, along with our training
and compliance products and services are the
result of years of research and development by
the brightest talents in the cyber security industry.
Our solutions are purpose-built for SMBs and
deliver sophisticated, easy-to-use and manage
technology with actionable insights to keep you
safe from cyber threats.

Contact us
letschat@fieldeffect.com
Canada and the United States
+1 (800) 299-8986
United Kingdom
+44 (0) 800 086 9176
Australia
+61 1800 431418
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Your printable cyber security checklist
Cyber security is critical to the success of the company;

Print out this checklist and hang it up in your office —

defending against modern threats is everyone’s

whether that’s at home or work. Let it be a reminder

responsibility. The good news is you don’t need to be an

of your role in keeping the company safe and a test to

expert with years of security experience to help protect

ensure you’re still following cyber security best practices!

yourself and your organization.

Phishing techniques to watch
out for:
Impersonating an authority figure or someone you
know and trust
Preying on your need for information
Using fear or urgency to pressure you to act
Hiding their attack among the noise of
current events

Cyber security best practices
to remember:
Use multi-factor authentication
Take the time to inspect emails
Don’t click on suspicious links or attachments
Always consider the risks of remote work tools
Be a security champion in your organization
Stay up to date on threats and techniques*

Password security tips to follow:
Use passphrases and/or a password manager
Avoid using personal information in your
passwords, such as your name, date of birth, or
place of work
Avoid typical replacement characters, such as the
“@” symbol in place of the letter “a”
Avoid using passphrases that have any meaning
to others
Never share your passwords with anyone
Avoid enabling the “Show my Password” feature
while logging in to your accounts – especially if
you’re in a public space

We’re on a mission to protect
small and mid-size businesses.
If you have any questions, or need
any help with your cyber security,
reach out!
Contact us:
Email letschat@fieldeffect.com
Call 1 (800) 299 8986 (Canada and US)
+44 (800) 0869176 (United Kingdom)
+61 (1800) 431418 (Australia)

Start securing your
small business today.
*Visit https://fieldeffect.com/blog to learn more.

