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Ransomware has quickly emerged as one of the most dangerous cyberthreats facing 
both organizations and consumers, with global losses now likely running to billions of 
dollars each year. Adopting a unified approach to backup helps ensure you are 
protected, regardless of where your data resides.

Victims need to be aware that paying the ransom does NOT always work. 
Some attackers will continue to demand ransom after receiving the initial payment. 
The decryption process, if poorly implemented, can damage files. And what’s worse, 

20% of those who pay never 
receive a decryption key.⁷

71%
of organizations

targeted by
ransomware end

up infected.²

#Ransomware
Are you protected?

91%
of cyberattacks begin 
with a spear-phishing 
email commonly used 

for ransomware.¹

$10k
Ransoms can be

as high as $10,000
per user, paid in 

untraceable Bitcoin.³

Ransomware 
infections by country.⁵

More than any other 
country, the United 
States remains the 
most affected by 
ransomware attacks. 
The U.S. may be heavily 
targeted because a 
reported 64% of 
victims will pay the 
ransom demanded.
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Ransomware is a threat to
all major operating platforms:

Global ransomware damage
costs are predicted to reach

$20 billion
annually

by 2021.⁴ 

Apple iOS™ Microsoft Windows™

Android™ Linux™

THE GROWING THRE AT

R A NSOMWA RE AT TACKS A RE MORE FREQUENT TH A N EV ER⁶

BE R A NSOMWA RE RESILIENT

GET THE GUIDE

THE BIG QUESTION : SHOULD YOU PAY?

GLOBA L R A NSOMWA RE DA M AGE

Read our white paper and learn more about how to build a
robust ransomware resilency plan within your organization ›

Secure physical access to 
the production NetBackup 
server and/or Appliance.

Harden and protect the 
NetBackup Master servers.

Secure communications 
pathways and ports.

Protect and secure 
client nodes.

Manage security patches 
and alerts.

Test your disaster 
recovery plan.

Recover from data spillage.

Perform frequent security 
audits, reviews and training.

Ensure critical systems 
protection for the 
backup server.
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