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ADVERSARY TRADING CARDS

. ADVERSARY TYPE:

Phreakin’ Surveillance

METHODS TOOLS
» Eavesdropping > ANT catalogue

» Side-band » Airhopper
electromagnetic

radiation emissions | > Tempest for Eliza

- | TARGETS MOTIVATION

» Electronic voting » Discredit an

3 lection
> Private €ISRtio

corporation Competitor
communications advantage

Commercial
devices
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Counterintelligence
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ADVERSARY TYPE:

Clever Lucky

METHODS TOOLS
»  Email, slack > John the Ripper
communication

»  File sharing  giislicag

» AirCrack-ng

TARGETS MOTIVATION
» Company secrets » Hack funds

> Business » Pay methods or
operations of systems

competitors )
Hindrance to work

SNEAKY BAE

Clever Lucky

CONTRIBUTOR: DIDAR GELICI
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ADVERSARY TYPE:

Digital Marketer

METHODS TOOLS

Email, slack > John the Ripper
communication

File sharing > Maltego
Mobile target » AirCrack-ng

TARGETS MOTIVATION
» Company secrets » Hack funds

> Business » Pay methods or
operations of systems

competitors )
Hindrance to work

Spy on customers

DIGITAL FORK

CONTRIBUTOR: ADAM ABDULRAHEEM

Digital Marketer
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PUBLIC GITTER

ADVERSARY TYPE:

Internal Threat

METHODS TOOLS

y  Git commit »  Public GitHub

: account
» Git push

TARGETS MOTIVATION

» Coding » Laziness

repositories :
» Indifference,

Internal
infrastructure
information.

> Oblivion

PUBL,C G'TTER CONTRIBUTOR: CHRISTINE SMOLEY
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Internal Threat

METHODS TOOLS

> Non-security aware |, git
developers

» Bad culture > Terraform

» Disparity between » Ansible
security and dev

TARGETS MOTIVATION
» Government bodies |»> Git galore
» Small, Medium and |»> Delivery speed

Large organizations )
» Business pressure

puLicGITTER Bl

CONTRIBUTOR: ROSTOM ZOUAGHI

Internal Threat
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DARREN ¥
KRUGER

ADVERSARY TYPE:

Negligent Insider Threat

METHODS TOOLS

Borrowed credibility Compliance

) checklists,
Business
networking Consultancy IP

Exploiting ignorance PowerPoint

TARGETS MOTIVATION

» High consultancy | Overconfidence
fees

Checklist
compliance

References

DARREN KRUGER
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graphics from freepic.com and charatercreator.org
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DR. SMILES

ADVERSARY TYPE:

Social Engineer

METHODS TOOLS
» "Piggybacking » Piggybacking

» Expectation » Expectation

» Sales Techniques" |»> Try Every Door

TARGETS MOTIVATION
Sticky Notes Rock and Roll

Where to put a thumb
drive"

DR. SMILES
CONTRIBUTOR: WALLABY CURTIS
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MELISSA PHISHER

Social Engineer ‘

|
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MELISSA
PHISHER

—\\ ADVERSARY TYPE:

Social Engineer

METHODS TOOLS

» Social Media » LinkedIn

»  Email » Gophish

> Impersonation » Mail Servers

MOTIVATION
Susceptible y Malware
Employees Distribution

C Suite Executives Sensitive Data

Leakage

Insider Knowledge

CONTRIBUTOR: NATHAN BRITTON
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CREATE YOUR OWN ADVERSARY TRADING CARD
bit.ly/adversaries-02
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Fill in the adversary attributes. We'll send you the card.



