EXOSTAR

We build trust.

Solution Overview Simplify Management & Security of
Partner Collaboration

Exostar

S ecure Overview

Today’s business environment requires enterprises to quickly, securely,

AcceSS for seamlessly, and continuously collaborate with their partners. Doing
- so becomes more challenging for those companies working in highly-
MlcrOSOft regulated industries such as the Defense Industrial Base (DIB), Life

Sciences, Healthcare and Financial Services.

365

Working in partnership with Microsoft, Exostar provides a managed
service — Exostar Secure Access for Microsoft 365 — for extended
enterprise collaboration that facilitates compliance without
compromising convenience or security.

Benefits

e Highly-scalable onboarding of organizations and users

® Built-in best practices for collaboration specifically tailored for highly-regulated industries
® External USe€r identity management (including complete life cycle management)

® Comprehensive managed services support for Tier 1 through 3

Why Exostar?
The Exostar Platform represents the culmination of 20 years of successfully and
@ exclusively delivering secure B2B collaboration solutions for a growing community
b in highly-regulated industries. It supports the governance, risk, and compliance

requirements for collaboration between enterprises and their partners

OnIy vetted organizations and users are onboarded to the Exostar community
Kantara-certified 1o NIST 800-63 digital identity guidelines
Promotes compliance for |TAR, CMMC, NIST 800-171 ) and HIPAA with integrated

information protection and identity management
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Access to Exostar’s
vetted global community
of organizations and
individuals increases
relationship confidence,
reduces cost, and
speeds time to connect
with partners
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1 50,000 organizations belong to the Exostar community, including
98 of the 100 largest DIB companies

10 of the 20 largest pharmaceutical firms

Individuals in 175 countries worldwide rely on The Exostar Platform for their collaboration needs

Solution Features
partners

Exostar-managed environment, residing on Microsoft 365 Government (GCC
Microsoft 365 (Commercial)

Single sign-on (SSO) user authentication and access with existing enterprise
credentials

B @ e )

Seamless invitation of users from multiple identity provider sources

R

Controlled Team creation with preconfigured security policies and templates

3

requirements

Extension of industry-standard Microsoft 365 (formerly Office 365) with security
enhancements and a layer of data protection essential for trusted communications with

High) and

or Exostar

Support for Azure B2B authentication from existing enterprise Microsoft 365 tenant

Multifactor authentication proofing and credentialing options based on customer






