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Threat Report

PROPRIETARY AND CONFIDENTIAL




Bitdefender

Media
Mensile

Attacchi per Semestre 2018 -
2021
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Vittime per
Categoria

Rapporto Clusit 2021
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1H

VITTIME PER CATEGORIA 2018 | 2019 e s |l mzu TREND
Govemment, Mitary, Law | 2 | 213 | 2 | 120 | 17 S ¢
Healthcare 161 | 18 | 210 17 139 | 188% | 4
Multiple Targets 326 406 401 158 121 | -234% 38
'T"::’;m:;’; Communication | 151 | 233 | 269 | 149 | 113 |4SRN $
Education 106 | 140 174 103 100 | -29% |
Financial, Insurance 162 107 122 66 60 9.1% I
ot acimatifc, 8 | 19 | 5 | 27 | so |es2:%| 4
Wholesale, Retail 3 | a5 | s 31 so  [(Neland 4
Transportation, Storage B | 20 | 4 | 2 | . [087% 4
Manufacturing 32 32 61 32 47 | 469% | 4
News, Multimedia 0 | e | @ | 23 | 3 |652%| 4
Organizations 40 35 44 29 30 34% |
Arts, Entertainment 68 55 40 19 2% | 3%8% | 4
Energy, Utilities 24 25 39 13 19 |42% | 4
Hospitability 44 27 2 12 17 | 417% | 4
Other Services 9 14 21 13 13 | 0.0% -
Telecommunications 13 19 32 16 9 438% | &
Construction 1 2 7 4 3 -25.0% I
Agriculture, Forestry, Fishing | 0 0 5 2 3 500% | 4
1 0 1 0 0.0% .

hMining, Quarrying
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Severity per
tecniche di
attacco

1H 2021
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Severity per tecniche di attacco - 1H 2021
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What is Cyber Threat Hunting?

Bitdefender Threat Hunting




itdefender
Threat Hunting Vs Incident Response Bitcstencer

Identlfy

Dlscover

IW)

L \ JQ'L‘.’

https://blogs.gartner.com/pete-shoard/whats-threat-hunting/
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Why Threat Hunting?

* individua in maniera preventiva eventuali
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Dwell Time
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DWELL TIME

Advanced Threats Are Different
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Pyramid of Pain

» ATT&CK Reflects tactics and
techniques observed in the real
world

* Why is this important?

* Industry historically focused on
methodology that is low on the
pyramid

* Forces adversary to change tools and
behavior to avoid detection

* Lowers their ROI
* For the Defender:

* Behavior focused detection >
artifact focused detection

* ATT&CK based hunting

PROPRIETARY AND CONFIDENTIAL

What to search? David Bianco’s pyramid of pain

A Toueh

" é Tools . eChallenging
c
i = Network/ )
3 g Host Artifacts ~ *ANNOYINg
o <
H O Domain Names *Simple
o K

o

eEasy

eTrivial

hitp.//detect respond.blogspol.mx/2013/03/the-pyramid-of pain.himl

Bitdefender

TTP-based detection:
Special behavior
detectors above collected
events, manual search

Tool-based detection:

AV detects, Yara rules,
tools-specific detectors
above collected events

10C-based detection:
Automatic matching of
indicators from collected
events using different
threat intelligence feeds

12



MITRE ATT&CK: Sample Threat Model

[gogmple Threat Model

Bitdefender
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Conoscere 'attaccante
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Bitdefender
Conoscere I'attaccante itdefender

Adversaries are extremely skilled at obtaining access and experts
at going unnoticed; and it is not uncommon for an organization to
be unaware of an intrusion for days, weeks, or even months.

- Before you can begin threat
hunting, you must first understand
the adversaries you will be facing.

* Their techniques may be similar,
however the motivation behind
each can be very different.




Bitdefender

Research, Penetrate, Expand and
Exploit are the steps in a typical

cyberattack.
The steps of a 4

cyberattack
There is a progression | ERRRNS U A D LJ ........
involved when dealing with a

Research Penetrate

cyberattack.

Expand Exploit

PROPRIETARY AND CONFIDENTIAL



Esempio di IoA Bitdefender

Indicatori di Attacco (lIoA) sono quelle informazioni,
eventi, log, che ci possono indicare che c’e’'un attacco in
corso, prima che un loC (indicatore di Compromissione)
Sia presente.
Esempio

« Comunicazione degli endpoint su
porte non standard

 Network scan

« Connessioni verso IP in localita’
geografiche particolari.

PROPRIETARY AND CONFIDENTIAL 17




_ _ Bitdefender
Esempio di loC

Gli indicatori di Compromissione (loC) sono artefatti
forensi di una intrusione che puo’ identificare un host o
una rete.

Esempio

 Firma di un malware

Indirizzi IP

« URL
* Nomi di dominio
 Connessioni a Server di Comando e Controllo

 Ecc.

PROPRIETARY AND CONFIDENTIAL 18




Bitdefender

Piattaforma Bitdefender
GravityZone Ultra

19



| Bitdefender
Addressing the Challenge:
TOO MANY TOOLS & TOO LITTLE VISIBILITY

Bitdefender GravityZone Blueprint for Cyber Resilience
B oo e (o) sgmssamer
o S EsssaTon g seemecy (), wosewer

INCIDENT THREAT
VISUALIZATION I/ HUNTING

Zom\
o)
N

APPLICATION @ PATCH E 7| EMAIL /.,@ TUNABLE MACHINE MITRE EVENT ‘ol GUIDED & AUTOMATED 2% ADVISORY &
FEATURES & CONTROL & MANAGEMENT (7] sEcurmmy 257  LEARNING TAGGING RESPONSE %~ DEPLOYMENT SERVICES
CAPABILITIES
RISK ANALYSIS FULL DISK @ NETWORK ATTACK FORENSICS & ROOT CAUSE NETWORK PREMIUM
{,ESNE[:;O'NT ENCRYPTION ATTACK DEFENSE VISUALIZATION ANALYSIS 3%, TRAFFIC ANALYSIS SUPPORT
SECURITY
FUNCTIONS RISK ASSESSMENT & HARDENING PREVENTION DETECTION & RESPONSE SERVICES
MANAGED P = . .
TECHNOLOGY s 6 AW Endpoints Cloud Workloads, Containers and Servers ¥ Connected Devices / 10T

SERVICES © f o] & T 18 & B @) o

FUNCTIONS VULNERABILITY CONFIGURATION THREAT DATA ANALYTICS MACHINE LEARNING BEHAVIOURAL AUTOMATION &
IDENTIFICATION MANAGEMENT INTELLIGENCE & RETENTION (LOCAL & ANALYSIS & ORCHESTRATION
CLOUD-BASED) ANOMALY

DASHBOARDS MULTI- INTEGRATION SOC TOOLS & EXPERTS &

& REPORTING TENANCY APIs (e.g. PROCESSES THREAT HUNTERS
SIEM, RMM)

DEPLOYMENT

SAAS (North America / Europe) or On-Premises
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HARD TO STAY ON TOP OF EVOLVING THREATS

Advanced Threat
Intelligence

Continuously built into prevention
technologies, analytics, and MDR operations

PROPRIETARY AND CONFIDENTIAL

Daily threat queries from hundreds of
millions of sensors worldwide

Threats discovered every minute (criminals,
nation-states, malicious actors)

Ransomware decryptors provided free
to the market

Helped law enforcement take down major cybercrime
groups with estimated worth in the billions

Elite security researchers, threat hunters and security
analysts. Close collaboration on incident response with
law enforcement; Working with leading academics on
quantum computing and cryptography

R&D employees focused on cloud, emerging
technology, loT research and machine learning

21



Esempi di cosa andiamo a monitorare  Bitdefender

e correlare con EDR?

Processi

Variabili ambiente

File system LY
Memoria gg’?@
Windows event log %,j
Windows registry

Network connection

Valori di registry

File Hash

Poweshell and other tools like Procdump

PROPRIETARY AND CONFIDENTIAL
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WHAT ARE THE BENEFITS OF
BITDEFENDER EDR?

2 TE g

=) OF ~

o I 1T 111
ADVANCED ATTACK BRIDGING THE CYBER DETERMINING REDUCING
DETECTION AND RESPONSE SECURITY SKILLS GAP ORGANIZATIONAL RISK OPERATIONAL BURDEN

Either stand-alone or part of a full-stack security package, Bitdefender Endpoint Detection and Response (EDR) quickly and effectively strengthens
your security operations.
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MORE THAN EDR: eXtended EDR* (XEDR)

CROSS-ENDPOINT EVENT ORGANIZATION-LEVEL
CORRELATION INCIDENT VISIBILITY
(EXTENDED DETECTIONS) (EXTENDED VISIBILITY)

The cross-endpoint event correlation technology, the eXtended EDR (XEDR), takes threat detection and visibility to a new level by combining the
granularity and rich security context of EDR with the cross-endpoint event correlation of XDR (eXtended Detection and Response).

*XEDR is avallable only for cloud-deployed solutions. Standard EDR is available for on-premises deployments.



ADVANCED THREAT CHALLENGES

* Cyber-criminals increasingly difficult to detect

* Techniques individually look like routine behavior

« EDR solutions can be complex and qualified staff difficult to find
« Solutions need to be lightweight, flexible and easy-to-deploy

o . = . i e WM = & . O

RECONNAISSANCE WEAPONISATION DELIVERY EXPLOITATION INSTALLATION COMMAND ACTION ON
AND CONTROL OBJECTIVES
Prevention Detection and Response

|
|
|
I
!
R
|
|
!
|
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Endpoint detection & response Bitdefender

\ \ N
\ \ “' )\
\ \
\ —
\ = / \
\ \
\
\
\
\
\
\
\
\
\
\ -
-

EDR: DETECTION &
EPP: PREVENTION RESPONSE
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Ribvember 18, 2021

- ADVANCED
ATTACK
DETECTION AND
RESPONSE

» Uncover suspicious activity

* Machine-learning, cloud-scanning and
sandbox

« MITRE ATT&CK and loC search

* Response actions
» Kill or Block Process

» Isolate
» Start Sandbox Analysis
» Block Hash

»  Remote Connection

Endpoint Incidents

OPEN INCIDENTS

TOP ALERTS

| High 1 Network Connection Start
Medium 0 Process Create
Low 15 HTTP Resource Downl...
1D Date
#17 Updated at 13:06 on 11 Nov
#18 Created at 13:05 on 11 Nov
#15 Created at 12:08 on 11 Nov

16 URL.Malicious 12
16 Suspicious Process-Elevati... 8
15 File Write 6
Alert name
Status Confidence Score
Open, Investigating  ~ 100-30
Open 50
Open 50
Open 50

TOP TECHNIQUES

Command-Line Interface 16
Spearphishing Link 12
Bypass User Account Con... 8
Endpoint Alerts
WT-10RS6X64 69
WT-10RS6X64 6
WT-10RS6X64 36

TOP AFFECTED DEVICES

TW-10RS6X64
WT-10RS6X64

Attack type

Malware

Malware

Malware

AR
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#334 beo =f=
Spearphishing, Mass Email 3 July 2021,171820 Open Vv S :

« Filters .

- BRIDGING THE .
CY B E R Group by Date v : |

1July 2021

S E C U I t I I Y 1 Email with infected attachment is 2 (

sent to all company workers

SKII I S GAP 2 Users open the email attachment

2 July 2021

|,

Attacker

3 2endpoints infected promotions@rand com

4 Scan network for OS info that can

be used for exploitation
80 endpoints

« Respond, limit spread, stop attacks

Network scan information is
collected and sent to Command & LMARTIN-2

» Threat visualizations it Q

« Understand complex detections . €DR

Command and Control

* |dentify root cause o DMARKL ; MALLETT.L

Command and Control
« Prioritized alerts ' o = T

Command & Control

DMARK-L

O RGSpOﬂd \/\/|J[h one C“Ck 3July 2021

6 Download exploits from
Command & Control

Nawvigator

7 Exploits on 2 endpoints 714

8 Tries to get administrator privillages
on 3 machines
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Servizio MDR

PROPRIETARY AND CONFIDENTIAL
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MDR Core Service

Service
Overview

©

GravityZone® Ultra

Advanced prevention and
detection security solution,
designed to help address
security challenges across
the organization.

3]

Threat Hunting

Continuously monitoring the
global threat landscape,
using the knowledge gained
to drive threat hunts across
customer systems.

24/7 Monitoring & Response

Eliminates the operational
overhead of managing
security alerts and events.

.

Threat Intelligence

Researching cyber threats,
geopolitical activity, and
vertical-specific data
trends and apply this
knowledge to customer
environments.

Bitdefender



MDR Threat Hunting

Threat
Hunting

Threat hunting is critical for

reducing compromise risk
and keeping dwell time to a
minimum.

Targeted Threat Hunting

Our threat hunting experts use the latest threat intelligence
powered by Bitdefender Labs and a continually updated threat
model tailored to your organization to perform periodic threat
hunts across your systems.

Risk-Based Threat Hunting

Our SOC analysts and threat researchers continuously identify
industry trends, system anomalies, and new adversary
techniques that inform and drive comprehensive threat hunting
in your environment.

Dark Web Monitoring

Continuously monitoring the dark web to discover various
customer or brand information

Bitdefender
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