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Agenda

• Threat report
• Cos’e’ il Threat Hunting
• Dwell time 
• Pyramid of Pain
• MITRE ATT&CK
• Conoscere l’attaccante
• Piattaforma Bitdefender GravityZone Ultra
• Importanza del Sistema EDR e XDR
• Servizio MDR
• Demo
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Threat Report
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Attacchi per Semestre 2018 -
2021

Media 
Mensile
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Rapporto Clusit 2021

Vittime per 
Categoria
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1H 2021

Severity per 
tecniche di 
attacco
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What is Cyber Threat Hunting?

Bitdefender Threat Hunting 
Definition

Deliberate process using contextualized 
data designed to define potential cyber 

threat and proactively seek them out within 
an environment.
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https://blogs.gartner.com/pete-shoard/whats-threat-hunting/

Threat Hunting Vs Incident Response
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Why Threat Hunting?

• individua in maniera preventiva eventuali 
tentativi di attacco

• Individua eventuali attacchi in corso in 
maniera tempestiva.
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Dwell Time
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DWELL TIME
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Pyramid of Pain
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MITRE ATT&CK: Sample Threat Model
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Conoscere l’attaccante
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Conoscere l’attaccante
Adversaries are extremely skilled at obtaining access and experts
at going unnoticed; and it is not uncommon for an organization to
be unaware of an intrusion for days, weeks, or even months.

• Before you can begin threat
hunting, you must first understand
the adversaries you will be facing.

• Their techniques may be similar,
however the motivation behind
each can be very different.
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There is a progression 
involved when dealing with a 
cyberattack. 

The steps of a 
cyberattack

Research, Penetrate, Expand and
Exploit are the steps in a typical
cyberattack.
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Indicatori di Attacco (IoA) sono quelle informazioni, 
eventi, log, che ci possono indicare che c’e’un attacco in 
corso, prima che un IoC (indicatore di Compromissione) 
sia presente.
Esempio

• Comunicazione degli endpoint su

porte non standard

• Network scan

• Connessioni verso IP in localita’ 
geografiche particolari.

Esempio di IoA
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Gli indicatori di Compromissione (IoC) sono artefatti
forensi di una intrusione che puo’ identificare un host o 
una rete.

Esempio

• Firma di un malware

• Indirizzi IP

• URL

• Nomi di dominio

• Connessioni a Server di Comando e Controllo

• Ecc.

Esempio di IoC
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Piattaforma Bitdefender 
GravityZone Ultra
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Bitdefender GravityZone Blueprint for Cyber Resilience

Addressing the Challenge:
TOO MANY TOOLS & TOO LITTLE VISIBILITY

MANAGED
TECHNOLOGY
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Addressing the Challenge:
HARD TO STAY ON TOP OF EVOLVING THREATS

Advanced Threat 
Intelligence

Bucharest 

San Antonio

Santa Clara
Elite security researchers, threat hunters and security 
analysts. Close collaboration on incident response with 
law enforcement; Working with leading academics on 
quantum computing and cryptography

285

Daily threat queries from hundreds of 
millions of sensors worldwide30 billion

400+ Threats discovered every minute (criminals, 
nation-states, malicious actors)

Ransomware decryptors provided free 
to the market 19
Helped law enforcement take down major cybercrime 
groups with estimated worth in the billions$billions

R&D employees focused on cloud, emerging 
technology, IoT research and machine learning 400+
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Continuously built into prevention 
technologies, analytics, and MDR operations
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Click to add text
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• Processi

• Variabili ambiente

• File system

• Memoria

• Windows event log

• Windows registry

• Network connection

• Valori di registry

• File Hash

• Poweshell and other tools like Procdump

Esempi di cosa andiamo a monitorare
e correlare con EDR?
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WHAT ARE THE BENEFITS OF 
BITDEFENDER EDR?

Either stand-alone or part of a full-stack security package, Bitdefender Endpoint Detection and Response (EDR) quickly and effectively strengthens 
your security operations. 

REDUCING
OPERATIONAL BURDEN

DETERMINING
ORGANIZATIONAL RISK

BRIDGING THE CYBER 
SECURITY SKILLS GAP

ADVANCED ATTACK
DETECTION AND RESPONSE
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MORE THAN EDR: eXtended EDR* (XEDR)

The cross-endpoint event correlation technology, the eXtended EDR (XEDR), takes threat detection and visibility to a new level by combining the 
granularity and rich security context of EDR with the cross-endpoint event correlation of XDR (eXtended Detection and Response).

ORGANIZATION-LEVEL 
INCIDENT VISIBILITY

(EXTENDED VISIBILITY)

CROSS-ENDPOINT EVENT 
CORRELATION

(EXTENDED DETECTIONS)

*XEDR is available only for cloud-deployed solutions. Standard EDR is available for on-premises deployments.
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• Cyber-criminals increasingly difficult to detect
• Techniques individually look like routine behavior
• EDR solutions can be complex and qualified staff difficult to find
• Solutions need to be lightweight, flexible and easy-to-deploy

ADVANCED THREAT CHALLENGES

WEAPONISATION DELIVERY EXPLOITATION INSTALLATION COMMAND 
AND CONTROL
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Endpoint detection & response
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• ADVANCED 
ATTACK 
DETECTION AND 
RESPONSE

• Uncover suspicious activity 

• Machine-learning, cloud-scanning and 
sandbox

• MITRE ATT&CK and IoC search

• Response actions
› Kill or Block Process
› Isolate
› Start Sandbox Analysis
› Block Hash
› Remote Connection



November 18, 202128

• BRIDGING THE 
CYBER 
SECURITY 
SKILLS GAP

• Respond, limit spread, stop attacks

• Threat visualizations

• Understand complex detections

• Identify root cause

• Prioritized alerts

• Respond with one click
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Servizio MDR
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MDR Core Service
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MDR Threat Hunting
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