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CYBER
PROTECTION

TECH
UPDATE

Prevent cyber attacks by strengthening your
organization’s most critical defense layer:
your employees —



BEFORE WE START

A few practical notes

1.  Recording

We will be recording the Tech Update and make it
available to you afterwards

2. Questions & Answers

Use the chat function to ask questions




02. Keynote Speakers

01. Practical information

04. A modern approach to Cyber awareness

05. Insight: Cyber awareness transformation - Menzies Distribution

06.Q & A

E— TRIFORK.



Keynote speakers

CYBEREADY
Omer Taran
Co-founder and Chief Technology Officer

TRIFORK
Anders Fleinert Larsen

Business Unit Leader, Cyber Protection
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MENZIES DISTRIBUTION
lan Parker
Chief Information Security Officer
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TRIFORK OVERVIEW

Servicing our customers across all stages of
the Cyber lifecycle
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Q Governance, Risk & Control

Capabilities that estobllsh a clear direction
of travel on cyber as well as the necessary

- structures, reporting, managing & handling
on C-level etc.
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Current situation

= The threat actors has evolved — so have we!

= The need to understand your organization, your
threat landscape and inherent risks you are facing

= Combat by considering Cyber security from multiple
angles, building multiple layers of security through
people, processes and technology

= Staying secure in the new norm - adjusting to
the reality of The Great Resignation, and how it has
been further sped up by Covid-19




A modern approach to
Cyber awareness
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Omer Taran, Co-founder and Chief Technology Officer



A modern approach to
Cyber awareness

@ MENZIES DISTRIBUTION

‘\‘,‘, . : lan Parker, Chief Information Security Officer
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Q&A

TRIFORK.
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BUILDING A SECURITY
CULTURE

A Modern Approach to
Security Awareness




THE HUMAN READINESS COMPANY

CTBEREA)Y

THE THREAT
LANDSCAPE

c‘}@% High Employee Turnover

ﬁ?u_\ Remote Work

7

cﬁ Financial Gain Hacking




THE HUMAN READINESS COMPANY

CIBEREAYY

CURRENT STRATEGIES

* Twice a year phishing simulation:

Doesn’t work with turnover

Long training content:
Doesn’t work with Zoom reality

Manual labor:
Limit security teams, no ROI
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THE NEW APPROACH
TO STRENGTHENING SECURITY

£

o Employee Centric: Continuous: e Data driven:
Employees as It's a culture only if Boost
security partners. it happens all year performance and
around. provide KPls

T THE HUMAN READINESS COMPANY



THE HUMAN READINESS COMPANY

CTBEREA)Y

EMPLOYEE CENTRIC
-.HOW TO GET THERE

* |nvolve mid level management
« Provide actionable content

« Use the organizational tone



THE HUMAN READINESS COMPANY

CTBEREA)Y

CONTINUOUS -
WHAT DOES IT MEAN

Every employee, every month (at least)

 Diverse content — we cannot predict
the next breach

« New employees are at high risk —

take care of them



THE HUMAN READINESS COMPANY

CTBEREA)Y

Q_ Search Campaign/Content

SETTING GOALS FOR Learning Cycle: C17 - C19

3 consecutive campaigns starting 23 Jan 2030 o
I H E I R o G RA M Productivity Benefit (Coronavirus Remote Access)

Account Registration (Complete Details) - Netflix

SUGGESTED ACTIVE COMPLETED TESTING
C17-C18-C19 C16 None
Pending Activation Running *o

88

Financial Notification (Debt)

Mail Unusable (Over Quota)

More training generates Kt vk oty
more measurable results e o)

Financial Notification (Payment Request)
Financial Notification (Parking Ticket)

Account Registration (Account Invite) - Zoom

88AAAAA

Technical Notification (Password Expiry) - Office365



THE HUMAN READINESS COMPANY

CTBEREA)Y

USE DATA TO IMPROVE
TRAINING
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) Ah i
BEGINNERS HIGH-RISK ADVANCED

Program Description
The Beginners group consists of all the employees who received up to six phishing simulations. These employees are eligible to receive supplementary

training on top of their general security awareness training. Activate supplementary training below.

GROUP MEMBERS @ DIRECTORY SYNC GROUP RISK SCORE @
86 35 USER LIST UPDATED == ’E
of 4116 Left: £ 01 Jun 2021 - - . | d . .
12 ! Z 57 Bul trammg pPrograms
based on performance —
NUMBER OF SIMULATIONS RECEIVED @ 00 010 036

time and make
& Welcome Message @ o Off » Double Intensity @ e On e l I l p | Oye es I I l O re
Welcome your new employees in their local language. Introduce them to Train your new employees at double the frequency and help them get up e n g a g ed

the security awareness program and help them get up to speed with the to speed with the rest of the organization.

rest of the organization
Your welcome message will be sent from your-own-domain.net




THE HUMAN READINESS COMPANY

CIBEREA)Y

MEASURE RISK, NOT Train monthly and measure
TRAINING progress — more data simplifies
measurements

Click rate Click Rate Benchmarks

@ Low Risk @ Medium Risk @High Risk

120 % LLLB 4424
4304

4K

3K

2K

0K
C-10Jan 2021 C-11 Feb 2021 C-12 Mar 2021 C-13 Apr 2021 C-14 May 2021 C-15 Jun 2021 C-16 Jul 2021 C-17 Aug 2021 C-18 Sep 2021
e



THREE TAKEAWAYS FOR TOMORROW

o Train continuously e Focus on building e More variety =
a culture Robust Metrics

T THE HUMAN READINESS COMPANY



THANK YOU




DISTRIBUTION
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THE PROBLEM

DISTRIBUTION

Once a year training doesn’t work Getting the most from my Limited Resources

B, B,

January

How do | reach everyone




THE PROBLEM

DISTRIBUTION

Need a solution that provides ongoing support

Utilise existing communications channels

Need to automate where | can

Keep it simple and interesting and relevant

R —————

Menzies

Security tips
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PHISHING SIMULATION

¥ CyberReadyReporting ¢ +
o 2 4 B a » o H

< C @& https://dashboard.cybeready.com/report/Resilience

Menzies Distrib... # g

Phishcage = CAB Campaign Management B Programs

¥ Resilience illi Campaign Analytics

@ PHISHING SUMMARY (%) D Include Archived Risk Group: All v Benchmark for:  Adaptive N Date Range:  Overall

1 6 6 1 @®Low Risk @ Medium Risk ®High Risk Click rate Click rate benchmarks
’
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1176
1.100

1,000

24.5K 500

Attacks Sent
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Y
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Date Range:  |atest 12 cam... v

81 MOST cLicKeD BY:

Unique attacks
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1
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HOW DO WE TRACK SUSPICIOUS EMAILS

enzies

DISTRIBUTION

¥ CyberReadyReporting >3 +

<« C @& https://dashboard.cybeready.com/report/Phishcage

¥ Resilience illi Campaign Analytics # Phishcage = CAB

Campaign Management

B Programs

Menzies Distrib...

&+ 80 e

Q) PHISHCAGE SUMMARY (2

7,569

@ Simulation @Unverified @ Malicious

Reports
400
®
300
5,479 -
’
Reported Simulations 200
100
@ 35
Febru.. March April  May June July August Septe.. Octo...

Reporting Employees 2020 2020 2020 2020 2020 2020 2020 2020

REPORTED EMAILS @ REPORTED SIMULATIONS @

Malicious 0.02K (0.29%) —

Unverified
201K (26.53%) 4

2020

Email Classification:

280

Dece... January Febru.. March Aprili  May June  July

REPORTING EMPLOYEES (©

REPORTED ATTACKS
7 5.48K (22.37%)

August Septe...
2020 2021 2021 2021 2021 2021 2021 2021 2021 2021

Octo...
2021

All A4

352
291 300
72
228

Nove... Dece... January Febru...
2021 2021 2022 2022

REPORTING EMPLOYEES
/" 0.6K (35.88%)



