Making the Switch
from Venafi

Discover the 3 reasons why users make
the switch, and 3 steps we take to get
you there.
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Several types of machine identities exist:

>brh
SSL/TLS Server Certificates, which establish

Th e Ri Se Of Mq c h i n e trust on public-facing applications and

websites.

I d e nt i ty Mq n q g e m e nt SSL/TLS Client Certificates, which authenticate

users' identity, web services, or machines to one
The explosion of machines, including connected loT devices, another.
mobile devices, virtual machines, cloud workloads, contain-
ers, software-defined applications, and even the code
running on all of these, has created an enormous need for
machine identity management.

Code Signing Certificates, which verify
the authenticity and integrity of scripts,
executables, and software builds.

SSH Keys, which provide users (typically system
administrators) with secure privileged access to
critical systems.

Machine identities are much like human identities: They offer
a way to distinguish one unique machine from another in
credentials to secure authentication and communication.

Cryptographic (Symmetric) Keys, which protect
data at rest on endpoints, databases, and
cloud workloads.
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The growing variety of machine identities and their
potential weaknesses make centralized machine bbb
identity management critical. As Gartner puts it

in their 2020 Hype Cycle for Identity and Access It’s ti me for q

Management: “This is a new profile that reflects an

increased need to manage the cryptographic keys, h
X.509 certificates, and other credentials that are neW q pproa C ¢
used to establish trust in the identities of machines,

such as loT devices, virtual machines, containers, Here are the 3 reasons why our customers
and RPA bots.” switch from Venafi and the three steps it takes

to migrate their data onto a modern machine
However, if your organization is shifting to the cloud identity platform.

and remote workforce, your current legacy machine
identity solution and outdated on-prem PKI aren’t
built for the task.
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3 Reasons to
Switch from Venafi
to Keyfactor

LEARN MORE
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#1 Go Cloud, Remove
Operation Headaches

Adopt a complete cloud-first machine identity
platform.

“ The SaaS model has us running
with 100% uptime and 0% infra-
structure footprint at a cost far
below what it would take to stand
up and maintain internally”

PKI Team Lead
Financial Services

Gartner
ekl peerinsights
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#2 Automate More,
Reduce Costs

Achieve faster time to value, without costly
add-on fees.

‘ ‘ | like that the interface to gener-
ate and manage certificates is
easy to navigate and is almost
100% point and click. ”

G AN Administrator in Information Technology and Services
Enterprise (>1000 emp.)
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#3 Scale Without Limits

Upgrade to expert support and better performance.

‘ ‘ Comparing Keyfactor to Venafi,
Keyfactor is more willing to work with
us on getting the product to fit our

needs, whereas Venafi would just tell
us that’s the way they do it and to
deal with it”

Senior Security Systems Engineer
Healthcare Information Technology Leader

VIEW CASE STUDY
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3 Steps to Migrate
from Venafi

GET STARTED
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Step O: Discovery

Before performing the practical steps, it's important to
architect your organization'’s existing landscape, includ-
ing which CAs exist on-premise and what the current
setup looks like. This architecture should help answer
questions like:

Where do on-premise CAs live?
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What kind of certificates do they issue?

Are there any self-signed certificates lingering
anywhere?

If your organization plans to migrate to a cloud, PKI
as-a-Service setup, look at whether it will be more of
a "lift and shift” or a true greenfield approach repre-
senting a bigger change to the current setup. These
are all important conversations to have early on to help
identify budgets and other variables before any work
begins.

KEYFACTOR




Making the Switch from Venafi | eBook 1

Customer Domain Keyfactor Domain

Step 1: CA Sync

Once this discovery is complete, we'll run a CA sync to @
determine the best way to export all current certificate Inventory CAs —p
authority records to the Keyfactor database.
CA(s) Keyfactor @
Orchestrator Keyfactor

By using low resource orchestrators, we're able to inven-
tory all of the CA's you have on-prem back to one of our
cloud-hosted databases. This allows your team to start
extracting value right out of the gate by understanding
what certs you have and where they live.

Command

Export private keys

This sync gains visibility and auditability over all exist- to file directory

ing certificates, so you can ultimately manage them Export to CSV
alongside any new ones issued from Keyfactor.

Next, we'll export any certificate metadata and private y '
keys out of Venafi. I l:g

Metadata Private Keys
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Step 2: Data Import

Once the data is extracted, we can begin to import all
the metadata and private key association from Venafi
into Keyfactor. This helps you track when certificates
will expire, assign business cases to them, and add
any other information that's essential to your lifecycle
management efforts.

One of the most important considerations when doing
this type of migration is your organization'’s cut off date
with Venafi.

Preferably, you want to complete the full migration
before that cut off occurs so you have time to live in both
systems and transition the management as needed to
work out any issues. This overlap provides a safety net
to protect against any unforeseen issues or elements
your team may have missed during scoping, and it gives
your team time to get up to speed on the new solution.
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Customer Domain

Z)
I

1> |

Metadata

E%/

Link private keys to
certs in Keyfactor

Keyfactor Domain

Keyfactor
Command

Link metadata to
certs in Keyfactor

Private Keys

Q

That said, if you don't sunset Venafi right away, you can
continue to sync it on a periodic basis over time to ensure
information remains consistent. This allows you to effec-
tively manage your entire crypto program until you are
ready to sunset your legacy solution.
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Customer Domain Keyfactor Domain

User

Step 3: Production _
Req dy ougo — led} SR —— 5 &

Keyfactor Keyfactor
Gateway & Public Command
CA(s)
o . . . Automate renewals A
Finally, it's time to enhance processes in your new and provisioning
environment. <
Machines Orchestrator
If your organization moves to the cloud, this will include Continue perodic
ontinue PeflIOdIC inventory
expanding what you had on-premise with new capabil- _ of onprem infrastructure
Ll
ities, such as: g
Customer Orchestrator
. CA®)
Enable auto-enrollment of user and machine N
Inventory customer Inventory certificates on
CertIfICGteS ViG our ClOUd GGteWGy @ certificates servers, load balancers, etc.
L, Q

Continuously inventory and monitor existing Machines ssL/TLs
o Scanner
on-premise CAs

Scan endpoints and servers for unknown SSL/TLS

certificates When it comes to these types of activities, you'll work

hand in hand with Keyfactor to determine the best way to

Automate renewals and provisioning with Keyfactor manage your machine identities and facilitate the distri-
orchestrators bution of certificates to those machines.
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Switch from Venafi
to Keyfactor Today

Keyfactor has migrated Global 1000 organizations
from Venafi and has developed a deep understand-
ing of how all the technical elements must come
together to make this possible.

Contact us today to see a demo of the Keyfactor
platform, and how we can help you with your migra-
tion from Venafi.

REQUEST ADEMO
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