
© 2020 World Synergy Enterprises. All rights reserved.

IT Security in the Workforce

Presented by
Matt Jones, Chief Solutions Officer 
Kyle Raupach, Security Officer
World Synergy



2

Presenters

Matt Jones
Chief Solutions Officer

World Synergy

Kyle Raupach
Security Officer

World Synergy



3

If your company is going to maximize the business value of its 
investments, your first and most important job just might be to 
eliminate as many islands of data and silos as you can find.

Interconnections and interdependencies of software, teams, and 
services make it clear, that for your business to be of maximum 
value, it must be Unified.
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Agenda

• Software Protection
• Policy Implementation
• Hardware Protection 
• User Education
• Q&A
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Educate on the security stack in order to protect 
business, reduce hacking and provide brief 
compliance education.

Goal
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COVID and Cybercrime
• RDP Brute Force attacks increased by 400%
• COVID email scams surged by 667% in March alone
• Users are 3x more likely to click on pandemic-related phishing scams
• Tens of thousands of new COVID related domains created daily –

90% of these are scams
• More than 530,000 Zoom accounts sold on the dark web
• 2000% increase in malicious files with “Zoom” in the name
• 105% spike in ransomware attacks
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IT Security 
Triangle Stack
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Software Protection
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Software Protection
• Anti-Virus/Anti-Spam – MUST HAVE
• Risk assessments 
• Multi-Factor Authentication
• Penetration tests
• Patching

– Windows Updates
– Other software updates

• Website Protection
– Security monitoring

• Backups
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Policy Implementation
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Policy Implementation
• Incident prevention & response
• Measures and policies that can prevent an attack

– Password protection
• Responses to attacks
• Technology usage policies  
• Written and defined in handbook
• Reviewed and signed off by employees
• Compliance requirements
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Hardware Protection
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Hardware Protection
• Keeping hardware up to date

– Reduce risk of hacking
– Reduces risk of failures

• Strategic hardware purchases that align 
with your business and security goals
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User Education
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User Education
Without user and employee education, 
nothing ties together
• Train employees to recognize phishing 

attacks & other spam attempts 
• Instruct employees on what 

to do after an attack 
• Train employees on what NOT to do
• TEST!!! 
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User Education — Let’s Train
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Definitions
Cyber Security
The state of being protected against the criminal or unauthorized 
use of electronic data or the measures taken to achieve this 
(Oxford definition)
Cloud
A technology allowing access to files or services through the internet
VPN (Virtual Private Network)
A tool that encrypts traffic usually allowing remote access to a 
company network
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Definitions
Firewall
A hardware or software that is designed to block malicious traffic
Malware
Any and all software designed to inflict digital harm on a computer
Ransomware
A form of malware which “locks” files preventing them from being 
access without the proper key. Files will be held unless a ransom 
is paid
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Definitions
Social Engineering
A technique in which a person or software manipulates people 
to give out sensitive information. 
Phishing
The sending of fake emails that appear to be from someone they are 
not. This can be a reputable company (Microsoft) or your CEO or CFO
Man in the Middle Attack
This usually occurs on an unsecure public wifi network where 
an attacker interrupts traffic to insert malware
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Definitions
Zero-Day Exploit
This is a vulnerability exploited in the form of malware 
in which there is no patch or fix in which attackers will target
Multi-Factor Authentication (MFA)
A multiple step (usually 2) authentication method for gaining access to 
a site or software. 
Something you have, something you are and something you know.
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User Education — Examples
Phishing
What to Look for
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User Education — Examples
Ransomware
What to Look for 
How to React
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User Education — Examples
Social Engineering
What to Look for 
How to React
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Final Thoughts
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What’s Most Important
• Be Educated

watch URLs, hover over links before clicking on them, 
Don’t publicly post personal information

• If you’re unsure – STOP
• MFA for EVERYTHING
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Services
• Technology (Managed IT Services)
• Marketing Lead Generation
• Applications
• Security
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Processes
• Reactive support
• Centralized management of patches/updates
• Proactive support
• Best practice implementation
• Incident response planning/testing
• Strategic planning sessions
• User education
• Policy Implementation
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linkedin.com/company/world-synergy

facebook.com/worldsynergy

@worldsynergy

instagram.com/worldsynergy/

pinterest.com/WorldSynergy/ 

youtube.com/c/WorldSynergy

mjones@worldsynergy.com |  440.349.4940

Questions?


