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Gain insight into your SAP access risks with business-
friendly reporting.

SAP Access Risk Analysis — Incorporating
Transactional Usage

Soterion for SAP analyses users' authorizations and
incorporates the user's historical transactional usage data to
differentiate between the potential and the actual access risks.
This allows business to focus on the real access risk in the SAP
environment.

Business-friendly SAP Access Risk Reporting

Soterion for SAP allows the organisation to view data from every
angle by using drag and drop functionality for grouping and
filtering. Graphical overviews show the organisation’s access risk
landscape, including high-risk areas, in relation to risk tolerance
and appetite levels. Reporting on SAP access risks at department
level makes it easy to define the responsibility of ownership.

Business-Process Flows Reporting

Supporting business process flow diagrams provide more context
to the access risk, converting the technical GRC language into a
business-friendly language to ensure better decision-making.

Access Risk Manager: Get Clean

Remediate SAP access risks with minimal business interruption using powerful data analytics.

Resolution-driven Gap
Analysis Reporting

Soterion for SAP performs a Gap
Analysis between potential SAP
access risk and the actual SAP
access risk in your authorization
environment. Identifying and
resolving this superfluous
access is the first step in taking
control of your SAP authorization
landscape. Any redundant user
access can then be remediated
without business interruption
and allows business to focus on
the real access risk. Redundant
user access typically contributes
to 80% of the access risks in an
SAP environment.

SAP Access Risk Clean-up Projection

The Risk Clean-up Projection view estimates to which degree your SAP Authorization solution
can be cleaned up using Soterion for SAP's methodology. The clean-up actions focus initially
on the removal of unused access contributing to risk, ensuring significant risk remediation with
minimal impact on business.
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ACCESS RISK MANAGER

Get Clean: User Risk Overview

The majority of access risk in a SAP environment is caused by functionality that is assigned to a user but is not being used. Soterion
for SAP's Gap Analysis functionality enables you to align your authorization solution to what the users are actually doing in the
system, thus allowing you to focus on the real access risk in your SAP environment.

Access Risk Manager: Stay Clean

Simulates "What-if" scenarios prior to making the changes in SAP - business approval is done using workflow.

Allocation Simulations and "Out-the-Box" Rule Set that is Mitigating Controls

“What-If" Analysis Fully Customisable Soterion for SAP's unique Gap Analysis
Soterion for SAP allows for the simulation Soterion for SAP comes with an ‘out- functionality enables business to focus
of SAP authorization changes prior the-box' access risk rule set based on on mitigating the actual SAP access risks.
to effecting the changes in SAP. By best practice for all industries. The rule Business can graphically view the
incorporating the user's transactional set is easily customisable to cater for an mitigation status of identified risks.
usage history, business is empowered organisation’s specific needs.

to make better access risk decisions. The Control Library is a central repository
Change control ensures business of mitigating controls, allowing business
approval of authorization changes, to easily and effectively mitigate access
together with the risk impact. risk through default controls and

workflow functionality.

Simulator Simulator D Administrator o
© Type @ Ssimulation Selection © Results
Type Simulation Selection Results
o yp e Summary
A Introduces New Risk
Allocate Users To Role .
Role Users Risk Change
AP 00.PAY RUN CRE ADAVIES (Alexander Davies) il e
(AP - Payment Run Create (F110))
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Detail
Assign Users [Ty  Enter user name  Q New risks caused by this change request
ADAVIES (Alexander Davies) Expand All Risks
+ FIN34 (User is able create the payment proposal and executefedit the payment run) [ Hon |
B Paste User(s) Clear Values Run Simulation ¥ CT_FI08 (Critical Transactions FINANCE: Edit Payments) [ High |
N
Simulation Simulation Result

Stay Clean: Allocation Simulator

Ensure that the SAP Authorization solution remains clean going forward by simulating allocations prior to affecting these changes

in SAP. Soterion for SAP's Allocation Simulator identifies whether these changes will introduce any new SAP access risk violations.
These changes can be sent for approval using workflow, thereby ensuring that business accepts the new risk, as well as establishing
audit trails for changes and risks.
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BASIS
REVIEW MANAGER

Inspecting the SAP Basis Configuration to Ensure Compliancy

SAP Basis Configurations provide system-level controls to secure a SAP system. These configuration settings can be set up to be in
line with your specific security requirements. The Soterion Basis Review Manager will inspect your SAP Basis Configuration against
a set of rules that are based on industry best practices. Since these configurations usually form part of an annual external audit, our
Basis Review Manager will allow you to be prepared, and will establish complete compliance to avoid adverse audit findings.

The Basis Review Manager consists of a number of checks that can be executed against your SAP system. The results will be
highlighted as either passes or fails, with the option of mitigating failed reports. Examples of typical tests are:

[ Fuen. Fstoonaion S0 W 1 ey Prozms

L] L] L] [
H
L}
L]
Parameter Settings (RSPARAM) Role Checks User Checks
v Password lengths, expiry and « Roles that are in the Production ¢ Users who have developer keys in
complexity environment, but not assigned to the Production environment
+ Restricting multiple logons users v Testusers who are working in the
v Examining table logging v Rolesthat were cregted or changedin Production environment
the Production environment « Users who have SAP standard roles
« Roles with wildcards for transactions in the Production environment
Basis Review Basis Review ,,
Basis Review: Customization
Click on a row o view the detail of the Dasis Review Customization
Drag a column header here to group by that column
:Eil:mﬁ" Name Description Enabled Result
cA Inadequate Parameter (RSPARAM) sellings dentity nadequate parameler (RSPARAM) sattings v X Failed
ci02 Non produciive Company codes dently non producive Company Codes v X Failed
ca Prohibied Pagswords dentify prohibited passwords (from table USRA40 o « Pazzed
C.106 SCCA4 Clent Sattings SCC4 Chent Seftings v' X Failed
c.107T List of criical tables: being logged (esp TOOD List of tables that should be logged o X Failed
C.114 List of locked transaction codes List of ransactions that should be lecked v X Failed
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ELEVATED
RIGHTS MANAGER

Granting Sensitive Access in a Safe and Structured Environment

From time to time, users need temporary or emergency access for a limited period - often called firefighter access. This module
allows you to do this effortlessly, while adhering to audit requirements.

Soterion’s Elevated Rights Manager grants sensitive access in an automated workflow-driven process, and enables your

management team to perform a structured review of any activities that were performed during the Elevated Rights Access check-
out period.

Our Process

The Elevated Rights Manager can be tailored to your specific business environment. Elevated Rights Access may be granted to
either a role or to an SAP user.

Elevated Rights Roles Elevated Rights SAP Users

Wide access roles can be assigned to pre-approved SAP An SAP user account containing requisite wide access
Users when performing a check out. The particular SAP user will be unlocked, and the password will be sent to a pre-

will use their SAP User ID to perform the required activities approved entitled SAP User. The relevant SAP User account
in SAP. will be used to perform the necessary activities in SAP.

Define and map

users to Elevated T
Rights Access

/

Reviewer User checks out
validates Elevated Rights
SAP activities Access

/

User checks in User performs
Elevated emergency activities
Rights Access —— in SAP




ELEVATED RIGHTS MANAGER

Checking Out Elevated
Rights Access

When a user performs a check out, the Elevated Rights
Access will be assigned to them for a predefined period to
enable them to perform the required emergency activities.
Once completed, the user will be able to check the Elevated
Rights Access back in. Alternatively, it will automatically be
checked in once the allocated period has expired.

Review of Elevated Rights
Access Activities

All changes in SAP will be logged and downloaded to

the Soterion Elevated Rights Manager for review. All
transactions that were executed and any sensitive fields
that were changed can be reviewed by the reviewer. Any
sensitive transactions that were executed (SOD or Critical
Transactions) will also be highlighted for their attention.

% Administrator
Workflow Dashboard Inbox Reports « Configuration v
Workflow Detail

Elevated Rights Activity Workflow number 4, created by Michael (Michael Smith) on 10,02.2017 1:59 PM

SAP User Checked In Status: Pending

Checked Cut On Checked Out To AppUser Hours Requested Checked In On Log Download Status Comments Log Download Emor Log

1002 2047 11.40 AM M el (Mac hael Serih 2 10022017 12001 PM i@ Downloaded Requred {o update project miestones ‘_’

Users

Users

e T e T

The reviewer will be able to acknowledge
the activities performed by the Elevated

| Rights Access user. The workflow activity
can be marked for "Review - Follow up” if
there are any queries.
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PERIODIC
REVIEW MANAGER

Aligning Your GRC Capabilities with Your Business Objectives

Periodically reviewing your SAP user access, analysing the associated risks and evaluating the necessary controls will align your GRC
capacity with your individual business targets. This process will significantly enhance the insight into your GRC environment, as well
as being an audit and statutory requirement in many business environments.

A Mature GRC Capability Includes Periodically Reviewing a User's
Access, Risks and Controls

The Periodic Review Manager provides a platform where Controls Review
user access reviews can be performed by business users in Periodic reviews will consistently optimise the efficiency of your
a simple, workflow-driven web environment while facilitating mitigating controls by identifying any gaps in control effectiveness.

external rule set and control reviews.

] o ) User Access Review
Soterion's Periodic Access Review Manager ensures central
control, but decentralised management throughout the entire
user access review process.

Review your SAP user access allocations to ensure that
all assignments are still relevant. Recertify user access by
identifying and removing redundant and superfluous access.

Rule Set Review

Regularly reviewing and updating your risk rule set will ensure
continued relevancy in an evolving business environment.




PERIODIC REVIEW MANAGER

Persons Involved in a Review

LINE MANAGERS RISK OWNERS ROLE OWNERS QA TEAM

Review access to ensure Review access and Review access and Reviews rejections from
itisin line with job flag inappropriate or flag inappropriate or reviewers, removing or
functions superfluous access superfluous access substituting Roles in SAP

Any combination of line managers, risk owners and role owners may accept or reject user role allocations in the context of a
particular risk scenario. Business users are able to participate from any web-enabled device. The Administrator has access to an
illustrated view of the overall progress of all reviewers. Queries and disputes can be effectively regulated, and business users will
be regularly updated via email.

The Review Process

C LINE MANAGERS Reviewers approve and
reject User Role allocations.
QA team reviews
ROLE OWNERS The appr.ovelr will be notified rejections and.actlons the
of conflicts if another user removal of rejected role
rejects an allocation that allocations in SAP.
was previously approved by
C RISK OWNERS the approver. )

A review set is a snapshot of the user access landscape in SAP at the time of its creation. Each review set also contains a list of
owners and approvers for users, risks and roles.

Reviewers can Perform User

Review Inbox: ESTEYN (Emie Steyn) RevewSet | Company User Aceess Review =

Role Approvals and Rejections o

7 Fier By Business Process

An automated email from the Administrator prompts all relevant
users to participate in the review process by simply logging into
their Review Inbox from any web-enabled device and using the
URL specified in the email.

When logging in, the user will be presented with an Inbox that will
detail the role allocations and associated risks in separate tabs.

The user can approve or reject role allocations and if necessary,
will be able to add comments.

The user is able to view (and revert) allocations that were
previously approved or rejected by them. The user will have
access to view and remediate allocations where conflicts exist I
that is allocations that were previously approved, but have been
rejected by another user.

¥ soterion Contact us for more information: sales@labs.epiuse.com | epiuselabs.com




PERIODIC REVIEW MANAGER

Soterion Converts the Technical GRC Language into a
Language your Business Users can Understand.

Periadic Review = Emile St

Review Inbcsx ESTEYN (Embe Sieyn) Review Set  Company Ussr Accsss Review =

Review Inbox

mF

Soterion's Periodic Review Manager allows the business users (reviewers) the option of performing their review by business
process flow. If your organization has SAP roles that either do not have a good naming convention i.e. where the SAP role name
is non-descriptive of the function of the role, or where the SAP roles are large and contain many activities, this often leads to
reviewers not knowing what access is contained in the SAP roles.

Soterion allows the reviewers to perform their review by business process flow. All highlighted steps in the business process flow
indicate access that has been assigned to the reviewer's SAP users.

By selecting the business process step, Soterion will filter which SAP roles provide that access, as well as which SAP users have
been assigned those SAP roles.

Soterion's business process flow functionality significantly reduces the effort it takes to carry out a User Access Review, saving
the organization time and money.

¥ soterion Contact us for more information: sales@labs.epiuse.com | epiuselabs.com
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EMPLOYEE
SELF-SERVICE MODULE

SAP User Role Provisioning will be Revolutionised by Soterion's
Employee Self-Service (ESS) Module

Soterion's ESS Module will enable you to decentralise the provisioning of SAP user access. This functionality will reduce the time
it takes users to obtain their required access, as well as lowering the costs associated with having large SAP Security teams to
support the user provisioning process in your business.

Role Provisioning

Roles in SAP can either be assigned directly to a user's SAP User ID or via their SAP HR position. Soterion’s Business Role option
will provide you with an alternative and more efficient method of provisioning access to users.

A Business Role is a role container in our system that includes all the applicable single and composite roles for a specific job
function. It is similar to the SAP Composite role, but has the following benefits for your business:

Standardisation and Flexibility Effortless Navigation
Business Roles will enable the standardisation of job functions, Soterion’s Organisational Structure gives the user easy access
while facilitating the removal of irrelevant access to a specific to the required results.

user's job function.

Provisioning Using the Business Role Concept

The Business Role concept resides in an organisational structure within the Soterion application. This will enable specific SAP
Roles to be assigned to the applicable Business Roles, consequently simplifying the selection process for all relevant users.

Business Roles Urg Strueture - Business Holes - Heports

Business Role Dsfinition

Click on an Organizational Stnscture lkem to oither 304 now Businoss Rolos or 10 view ang maintaln oxiseng Business Rolos
b Dema Company Rusinnzs Roins
A Soulh Advics
Add Business Riole

¥ Johannesburg
Finance
Business Role Fiole Dwmer Group 7 af Rales # of Usare

Sahes & Distributior

Purchasing




EMPLOYEE SELF-SERVICE MODEL

Soterion’'s ESS Module

® soterion

Welcome to the Sctenon SAP User Ascess ESS portal
Users may access the Soterion ESS portal

from any web browser in order to provision
access to themselves or to other users.

® soterion

et ko ESS will enable users to:

v Request additional SAP access
« Remove existing SAP access
« Reset SAP passwords

® soterion

ESS users will be able to provision access
to users using the following options:

Business Roles

SAP Composite Roles
SAP Single Roles
SAP HR Positions

A S SRS

® soterion

The ESS module will perform a Risk Impact Analysis
on the proposed request.

A workflow task will be created for the change
request and will automatically be provisioned in SAP
once it is approved.

¥ soterion Contact us for more information: sales@labs.epiuse.com | epiuselabs.com
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SOTERION SAP
LICENSING MANAGER

Optimise Expenditure and Retain Compliance by Taking Control of
Your SAP License Management

SAP License Management is a crucial element in creating an economical and compliant strategy for effective software asset
management. Soterion's SAP Licensing Manager can provide you with the insight you need to tailor your SAP license agreement
to your organisation’s specific requirements, ensuring optimal contract management and complete compliance whilst reducing
unplanned and excess costs.

Our Background

Our specialised experience and in-depth comprehension of pre-SAP license audits ensure that our clients can confidently monitor
productivity and manage cost, while governing SAP license compliance.

Key Points

Our Approach

v Gathering (Bill of Material) v Consumption
Collate SAP license agreements and compare with SAP Determine configuration and usage of various licensing
License Bill of Material. categories.

« Gap Analysis « Optimisation Recommendations
Compare the consumption figures with the Bill of Material Determine optimisation opportunities based on the actual
and determine whether it is within licensing thresholds to usage of license categories. This will include activities such
avoid facing unplanned excess charges. as locking or expiring dormant user accounts.

Gathering ~

/

Optimisation

Recommendation Consumption

/

Gap Analysis




SOTERION SAP LICENSING MANAGER

SAP Licensing Categories typically fall into
the following areas:

User License Types

« Named users (including indirect usage)
v Master records

« Throughput
v

Hardware =
User License Optimisation Recommendations
User Maintenance User Classification
« Dormantusers v Usersinconsistently classified are deemed to be in the higher license
« Users locked and not expired category by SAP. Named SAP user licenses must be aligned across the

various SAP systems.

v Users not classified will be categorised by SAP as a Professional license
type (high end category) during the annual license audit.

¢ Users neverlogged on

USERS LOCKED, BUT NOT EXPIRED
These Users are locked, but have not
been expired by changing their “Valid
To" dates. A User that is locked, but
not expired, is considered to be an
active SAP Named User.

USERS NEVER LOGGED ON

These Users have never logged on to
the SAP System. Consider whether
these accounts could be locked and
expired.

User Classification

« Users inconsistently classified are deemed to be in a higher license category by SAP. Named SAP user licenses must be
aligned across the various SAP systems.

« Users not classified will be categorised by SAP as a Professional license type (high end category) during the annual license audit.

User License Category Adjustment Recommendations

The graph summarises the reclassification recommendations
based on usage.

Liconse Category Adjustmants

Since it is not possible to include the SAP user usage data in
the classification process in the standard version of SAP, most

SAP clients follow the SAP license classifications methodology

that is based on role allocations. This methodology can be used

successfully if the specific SAP roles allocated to users are well
aligned with what the users are indeed doing in SAP. s I & . = I
However, research shows that SAP users on average use only .

20% of the functionality allocated to them, resulting in the

unnecessary allocation of higher SAP license categories access
to the majority of users (80%).

Going Forward

Soterion SAP Licensing Manager uses its database as a repository for future SAP license reviews, hence reducing the time and
resources you will require to maintain your SAP licenses.

Our solution also allows you to store agreements, documents and notes to demonstrate your SAP license compliance which will
minimise the number of consulting days you will need on future SAP licensing audits.

¥ soterion Contact us for more information: sales@labs.epiuse.com | epiuselabs.com
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DATA PRIVACY
MANAGER

Manage Personal Data in SAP

Monitor which users in SAP have access to sensitive personal information.

Due to the sheer volume of SAP tables and fields, complying with data privacy regulations is a real challenge for many organizations.
Only once the organization has identified and classified what personal data resides in their SAP solution can they start to effectively
manage it.

. . Dudley Cartw;
6 Soterion for SAP < Privacy Details (v} Y ]

Access Risk

I Vendors Customers Business Partners

V)
. 3,972 4,260 6,714
69

Elevated Rights

Data Privacy In EU Outside EU Unknown In EU Outside EU Unknown In EU Outside EU Unknown

81 3,891 0 101 4,159 0 170 6,544 0

Periodic Review 81 Q 101 | o

Users with access to Employee Personal Details Users with access to SAP Users' Personal
Details

Bank Details 0 Pay and Salary i 0

Family Member Details 0 Pension Details

Medical Information 0 Personal Identification

Data Discovery Configuration Discover Tables Discover Transactions v

Soterion's Data Privacy Manager analyses

DofalDomeins all tables in SAP and highlights those that
contain fields with personal or sensitive

[ e 2 Domains are th e information, categorizing the data by Data
o R - Domain (Bank Details, Email Address, ID
Data Privacy Number etc) per Data Subject (Business

O Partner, Vendor, Customer, Employee, SAP

Domain Relevant User)_

Privacy

] Periodic Review

Soterion facilities the creation of a Data
Privacy rule set based on the fields defined
as sensitive by your organization. Soterion
will highlight which SAP users have access
to this information either via table display
transaction codes (SE16, SE16N etc), or
via normal transaction codes (standard or
custom) that reference personal / sensitive
information.

SAP Licensing

QSIS (SIS Q8|8 (R (8 (8
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CENTRAL
IDENTITY MANAGER

Business Roles

Address multiple business objectives with the Business Role concept.

Dudey Cart A Business Role is a data container
for a group of SAP single roles which
can be from multiple SAP systems.

Central Identity ... Configuration Reports v &

Organisational Structure Allocations

A Business Role is similar to an SAP
Composite role with the added
benefits:

> Head Office N Link Existing Business Role

¥ Rubber

Manufacturing Protectea #otRoles. #otusers

Warshouse & Dispatch

. A Business Roles is more
flexible as users can be
assigned partial roles.

. SAP single roles from multiple
SAP systems can be included in
the Business Role.

Norkshop

> Marketing

The Business Role concept addresses several important GRC business objectives. These include:

. Increased efficiencies of the provisioning (Joiner — Mover — Leaver) process, as well as reducing the effort required to carry out a
User Access Review.

. Standardization of job functions across the organization to reduce complexity.

. Enhance business accountability of risk by presenting SAP access in a more business-friendly manner.

Business Roles to linked to Departments on the Organizational Structure to simplify finding the appropriate access for SAP users.

) Business Role Explorer
Access Risk

Q @ Transaction Level Run Risk Analysis on Business Roles

Elevate:

1 1 PP @ 1

®
SR ' OO
O O

£3 Data Privacy

[ Periodic

SAP Licensing

©

|
|

Purchase Order

o> 25

Soterion’'s Business Role functionality displays the SAP access contained in the Business Role using a visualization technique that
converts the technical GRC language into a business-friendly language.

All actions that the Business Role is able to perform are highlighted (in red) in the business process flow, making it easier for Business
Role owners to make informed decision.



CENTRAL IDENTITY MANAGER

Central User Administration

Soterion's Central User Administration facilities user management in non-production SAP systems (DEV, QAS). This reduces the
support effort and associated costs required to manage user access in non-production SAP systems.

Central Identity ... Configuration Serivices Reports

SAP Distribution Configuration

s ern o

Drag a column header here to group by that column

Type Description System Identifier SAP Installation Number Y ‘;ﬂﬂﬁ“”" T::";'ec: v | Client Language Envirenment 7
1 Production Syslem FRD 1234587 123.123.123 0| 100 EH FRD

1 Cuality Assurance 100 oA 957654321 .33 0| 100 EN A

1 Cuality Assurance 200 aas 957654321 23213213 1| 200 EN an

y| Develapment Golden Client DEV 987654321 123.123 432 010 EN DEV

1 Development Tesling DEV 937654321 123.321.654 1| 120 EN DEV

2 CRM Quality Assurance CRG 937654321 123.321.432 0 100 EN QA

2 CREM Deaveloment CRD 937654321 583.321.123 0| 500 EN DEV

SAP Distribution Configuration

Creation of new Users
Password Resets
Role Allocation

User Locking

Soterion provides the administrator with the added flexibility to decide which functions can be performed in the different distribution
systems.
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