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INTRODUCTION

Like many cloud services, the Microsoft 365 Enterprise
(formerly Office 365) core value proposition is also

the security challenge. “Office 365 and Microsoft 365
Apps enables you to create, share, and collaborate
from anywhere on any device with a cloud-based suite
of productivity apps and services.” ' Extending the
challenge further, all of the related data is centrally
stored in OneDrive, which Microsoft describes as
providing the ability to “access files from any device, at
any time.”!

Even if your enterprise is not operating on Microsoft
365, no doubt a large percentage of your vendors

are. Correct security configuration and operation of
Microsoft 365 by you and your third parties is critical to
protecting your risk interests.

To aid you in assessing the security of Microsoft

365 deployments in your own organization and by
your third-party providers, RiskRecon has developed
the Microsoft 365 Enterprise Assessment Playbook.
This Playbook provides a step-by-step methodology
for assessing the quality of the essential security
configurations of any Microsoft 365 Enterprise
deployment.

Here you will find essential Microsoft 365 security
assessment security criteria, explanations of the
importance of each criteria, how to gather related
evidence, and what proper configuration looks like.
RiskRecon’s Microsoft 365 Security Assessment
Questionnaire accompanies this Playbook, providing you
tools to assess the security of third-party deployment.

Third-party security assessments founded on objective
evidence are the most effective way to achieve good risk
outcomes. This Microsoft 365 Third-Party Assessment
Playbook and the accompanying Questionnaire do just
that - they help you achieve better risk outcomes by
providing you the knowledge and tools for objectively
assessing the security quality of any Microsoft 365
deployment.

ACKNOWLEDGEMENTS

The Microsoft 365 Assessment Playbook was developed
by experts in the fields of cloud security and third-party
cybersecurity assessment from RiskRecon and Stratum
Security. The project was led by Jonathan Ehret, a
widely known third-party risk expert and RiskRecon’s
Vice President of Strategy and Risk. RiskRecon provides
automated risk assessment and workflow technology
that make it easy to understand and act on your own

enterprise and your third-party cybersecurity risk.

Stratum Security provided additional subject matter
expertise, developing the draft security assessment
criteria. STRATUM SECURITY is @ Washington D.C.-
based security consulting firm that specializes in web
application and cloud security assessments.

1. Retrieved from https://www.microsoft.com/en-us/microsoft-365/enterprise/compare-office-365-plans on 8/31/2020
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SECURITY CRITERIA

While Microsoft 365 provides an expansive set of capabilities, the core security controls boil down to a pretty short set
of essential controls. This is achieved through Microsoft's unified identity and access management architecture. While
the control list is short, getting the configurations right is critically important. Microsoft 365's default configuration

is pretty promiscuous. These default settings include allowing non-privileged users to invite guest users to the
organization’s Azure AD and default file sharing settings.

THE ASSESSMENT CRITERIA

The Microsoft 365 Security Criteria covers three security domains. Each domain contains one or more security
criterion. Each criterion is presented as follows:

+ ID-The unique criterion identifier. This maps to the J

THE QUESTIONNAIRE

associated questionnaire.

Criterion - The assessment criterion, phrased as a
question.

Why this is important - An explanation of why the
criterion is important for securing the Microsoft 365
deployment.

Validation steps - A description of how to collect the
evidence necessary to assess compliance with the
criterion.

Acceptable responses - A listing of the configuration
states that meet the criterion requirements.

Failure responses - A listing of the configuration
states that do not meet the criterion requirements.

More info - A hyperlink to additional information
related to the criterion.

We've instantiated this Criteria in a security questionnaire. Please feel free to use the questionnaire to assess the

security of your vendor’s Microsoft 365 deployments. Send it over to your vendors to fill out, or ask the questions

over the phone. As you do this, you will get much greater transparency into an important component of their security

program. You will also get greater accountability to securing the environment right, because generic responses like

“Yes, we do Identity and Access Management stuff” isn’t going to fly.
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AUTHENTICATION

WHAT WHY

Identity and Access Management is centered around Azure AD is a feature-rich identity and access

Azure AD and is arguably the most sensitive component management system that can be complex, depending

within the Microsoft 365 ecosystem. Azure AD also on the organization’s configuration. Additionally, if

allows organizations to synchronize their on-prem Active the organization synchronizes their on-prem Active

Directory with Azure AD, allowing authentication with Directory to Azure AD, it is possible to expose internal

other external services. domain objects to external threats. As such, a well-
planned and properly secured Azure AD configuration is
critical.

ID: 0365 - 1:  Are users configured with multi-factor authentication?

WHY IS THIS IMPORTANT?

Multi-factor authentication is a critical security control that protects organizations from password attacks such as
password guessing and credential theft. If a Microsoft 365 user account is compromised, an attacker may gain access
to the user's emails, files, chat history, and other sensitive data.

BACKGROUND
Microsoft 365 provides organizations multi-factor authentication through two different features:

* Azure MFA for Microsoft 365 - Basic but effective multi-factor authentication available in all Microsoft 365
subscriptions

*  Microsoft Azure Conditional Access - Feature-rich and granular multi-factor authentication enforcement available

Azure MFA for Microsoft 365 provides basic multi-factor authentication and is implemented via the Microsoft 365 user
management interface. There are three multi-factor authentication settings that can be applied to each user:

+ Disabled - The user is not allowed to self-enroll or use multi-factor authentication

+  Enabled - The user may enroll in and use multi-factor authentication

+  Enforced - The user must enroll in and use multi-factor authentication

Microsoft Azure Conditional Access is an Azure AD Premium P1/P2 feature that allows organizations to define granular
user access policies, including which users need to use multi-factor to be granted access to Microsoft 365 resources.

VALIDATION STEPS
Access the Multifactor Authentication screen by:

1. Navigate to HTTPS://ADMIN.MICROSOFT.COM/

Access the “Users” menu, then select “Active users”
Click the “Multi-factor authentication” menu item

Inspect the value in the “Multi-factor Auth Status” column for each user.

o> BN

Confirm whether each user is configured with the “Enforced” value.
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For Azure MFA for Microsoft 365, the following URL and screenshot can help validate the response:

multi-factor authentication
users service settings

BafonrE yoiui Besgin, Like & |0k B2 Uhe mult-fadtor auth dephyment guide
Views:  Sign-in aliowed users e p Mailti-Factnr Auth St - Ay e

DISFLAY NAME = USER NAME :"-';:J :"CT'J'H AUTH

Aliou Syila alioi oyllafinshreccn oom Enforged SE | £ Ct a user
Brian Hencersen Briar. hendersen Brikrecan com Enfocces

Shacky Spires blscky. spiresBriskrecon.com Enfoeced

Cofin McQueen colin. megquesengrisoneca, com Enforeed

Collirs Haft ol harfrisknbonn. Lom Enlerceg

Craig Arenct crig . arendbffrskracon. oom Enfecced

Figure 1: Screenshot showing the users within the organization are configured with a multi-factor status of “Enforced”

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)
+  All users are configured with a multi-factor status of *  Multiple users are configured with a multi-factor
“Enforced”. status of Disabled.

+  Multiple users are configured with a multi-factor
status of Enabled.

MICROSOFT AZURE CONDITIONAL ACCESS

VALIDATION STEPS

From the Azure Portal, access the Azure Active Directory interface. Then, access the Security menu, and then
Conditional Access Policies screen and view the tenant's Conditional Access policies. Identify if a policy is enabled
(State column should show “On") that requires multi-factor authentication for all users within the organization. The
screenshot below shows a Conditional Access Policy named Enforce MFA that is assigned to a group called Company
Employees.
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Home > Security * Conditional Access | Policies

Enforce MFA

Conditional access policy

'E Delsts
Control user access based on conditional Control user access based on users and groups
access policy 1o bring signals together, to assignment for all users, specific groups of
make decisions, and enforce organizational users, directory roles, or external guest users
policies, Learn more Learn maore

Include  Exclude
Name *
| Enforce MFA | O None
- O All users
Assignments ]
@) Select users and groups

Users and groups (1) 5

Specific users included |:| All guest and external users (D

Cloud apps or actions (1) 3 D Directory roles (0

All cloud apps

PP n Users and groups
Conditions () 5
0 conditions selected Seloct %
1 group
Access controls
Company Employees
Grant (1)
2
1 control selected
Session (1)
>

0 controls selected

Figure 2: Screenshot of a Conditional Access rule (Enforce MFA) that requires that all users within the “Company Employees”

group is required to use multi-factor authentication

For Azure MFA for Microsoft 365, the following URL and screenshot can help validate the response:

Grant b
Enforce MFA

T Control user scoenn enforcement to block or

B o (il aroess Liaam e
ook mes
Control wier Eoest baved on gosdbnnsl &) Gran? scoe
scoen policy 1o bring sigrah together. 1o
ke SECHAng, BeS BAATALE EAEARITNTOag] [7] mequing svtti-factas authanticution 12

POSCHES. Learm mane
Ragjulie dracs 1 be marked o

M * Bt |
Endoice MIFA
Requing Hybnd Azure AD jingd
Anaghments device
Ubaeri and growga 3 Requine approved chent ige
Specihc usery schuded Evu Bt of approved et appe
Eloud spps or sctioms Raquire app preledlion pelcy
¥ Peenew)
Al cloud appn Sow Il of pokicy profecied chest apm
Condamni %

0 eomdmiang wslected
Bt Weadliphe ool

AZLREs omreln Raguite &0 the IH01ed dInrrsh
YO ® Bequire and of B elected controli
Grmen (0 >
1 control selected
Seian | 3
O contnoly selected

Figure 3: Screenshot of a Conditional Access rule that requires that all users within the “Company Employees” group is

required to use multi-factor authentication.
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ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)

+ A Conditional Access rule for all employees is +  The policy is not enabled
configured and enforced that only grants access to +  Notall users are assigned to the Conditional Access
Microsoft 365 via multi-factor authentication. (Note: policy
some service or non-user accounts may not have . The policy does not require multi-factor

multi-factor authentication configured). authentication to access to Microsoft 365

FURTHER INFORMATION:
*  How it works: Azure Multi-Factor Authentication

HTTPS://DOCS.MICROSOFT.COM/EN-US/AZURE/ACTIVE-DIRECTORY/AUTHENTICATION/CONCEPT-MFA-HOWITWORKS

*  What is Conditional Access?

HTTPS://DOCS.MICROSOFT.COM/EN-US/AZURE/ACTIVE-DIRECTORY/CONDITIONAL-ACCESS/OVERVIEW

:0365-2: If the organization’s on-prem Active Directory is synchronized with Azure Active

Directory, are only necessary objects synchronized?

WHY IS THIS IMPORTANT?

If an organization is synchronizing their on-prem Active Directory with Azure Active Directory (Azure AD), it is a good
indicator that the organization’s IT environment is complex enough to justify cloud authentication. Organizations
will commonly synchronize their on-prem AD with Azure AD to allow users to authenticate via public cloud SaaS
applications and to ease the administrative burden of managing users across a portfolio of cloud services. However,
it is a best security practice to only sync those AD objects that require use within Azure AD (e.g. on-prem service
accounts that only access on-prem resources should not be synchronized, whereas user accounts should be
synchronized). As such, examine the objects within Azure AD to determine if the organization is synchronizing the
appropriate objects.

VALIDATION STEPS
View all users within the Azure AD Users screen and identify on-prem resources:

1. Navigate to https://portal.azure.com and select Azure AD.

2. From the “Manage” menu on the left, select “Users”

3. Identify any user accounts that appear to be on-prem users.
4

Hint: Look for usernames containing words that indicate the account is for internal / on-premise purposes only,
such as: backup, firewall, duo, nessus, audit, IWAM_*, [USR_*.

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)
+ Evidence that indicates that not all on-prem AD +  Evidence that all on-prem user accounts have been
users have been syncronized to Azure AD. syncronized to Azure AD.
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ACCOUNT MANAGEMENT

WHAT WHY

Some of the services, features, and components within Attention to detail within an organization’s Microsoft 365
Microsoft 365 are an extension or complete replacement account is critical. On-prem environments benefit from
of an organization’s traditional on-prem infrastructure compensating security controls such as firewalls and
and services. VPNs. Microsoft 365 is a cloud service and by design is

exposed to the Internet. It is critical that organizations
take care when administering their Microsoft 365
environments.

ID: 0365 - 3: Is the number of users configured as administrators in Microsoft 365 appropriate

for the size of the organization?

WHY IS THIS IMPORTANT?
Having more than one administrator in Microsoft 365 ensures that if one administrator is unavailable, another user
can make changes to the tenant. However, users who do not have a valid justification to have administrative access
to Microsoft 365 may expose the organization to risk. Microsoft recommends that in most cases there should be no
more than five Global Admins.

VALIDATION STEPS
View all admin users by accessing the Microsoft 365 Admin portal’s Active users screen:

1. Navigate to HTTPS://ADMIN.MICROSOFT.COM/

Access the “Users” menu, then select “Active users”

2
3. Click the filter icon on the right side of the screen:
4. Select “Global Admins”

5

View the users that have the Global Administrator role

For Azure MFA for Microsoft 365, the following URL and screenshot can help validate the response:

Active users

A Add auser  [I] User templates o Add multiple users & Multi-factor authentication =, Delete 3 ussr £ Search T Giobal sdmins

aris | Lt Lifefrsen
Daniel Punacker danisl purutherilivniifesos oy Lesnrigaed
lavivd Parry Vs Dy AR £ Laparised
Mate Milles I ruaty mullgy Sl gcnn oo Lezrived

Trewor Hawihorn t il ik oo liCroRoN, Y

Figure 4: Screenshot of the “Active Users” screen with a filter for “Global admins” applied
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ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)

+  Ensure that at least two users are configured with *  Only one Global Admin is listed

the Global Administrator role +  More than two Global Admins are listed, however
+  If more than two users are Global Admins, identify there is no justification for the additional

the justification for the additional privileged users administrators

ID: 0365 - 4: Are dedicated administrative accounts used?

WHY IS THIS IMPORTANT?

Given that it is the path of least resistance, attackers will target users with privileged access to the Microsoft 365
tenant. Using a privileged account for day-to-day use increases the likelihood that an attacker will gain privileged
access to the environment if they are successfully exploited. As such, administrative personnel should use their
privileged accounts only when it is required.

VALIDATION STEPS

View all admin users by accessing the Microsoft 365 Admin portal’s Active users screen:
1. Navigate to https://admin.microsoft.com/

Access the “Users” menu, then select “Active users”

Click the filter icon on the right side of the screen:

Select “Global Admins”

View an example user (e.g. jsmith-admin) with the Global Administrator role

Click the filter icon on the right side of the screen, and select “Clear Filter”:

N o u &~ W N

View an example user (e.g. jsmith) without the Global Administrator role

The screenshot below shows an example of a user with the Global Administrator role, with an obvious username:

H Add & uiad !J Uit Bemplaticd |1':‘1 Add multple uter E- Mhilts-lactar sAhenticatsan M, Delels & wiad 2 _L-.l Search T Glokal admini. =

Darasl Puischnd

fareed Perry : e peiry

Bdate Miller

Lamses Srath : e wdrr hrwoon, BrC ORI

The screenshot below shows an example of a non-admin user:

H..kd-d B user |_-l L templates fl_.l\.rld rmudtiple uiary -j Mult-{actar asthanticatasn :-'CI Delgte aoudgr  --- _,L-:' SEanch % Filtgr =

James Smith mrihirnknesen com Mecronoh sd App lcurrly | Aruee Actwn Dwect
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ID: 0365 - 5: Are tenant Global administrators configured with working email addresses?

WHY IS THIS IMPORTANT?

Microsoft 365 Global Admins receive a variety of important email notifications that include service status, security
events, and other information. When an organization first signs up for Microsoft 365, users are provisioned with

a default username and email address in the username@organizationame.onmicrosoft.com format. For example,

a new Global Admin, Larry Washington, at RiskRecon might have the following username: larry.washington@
riskrecon.onmicrosoft.com. Since Larry is a Global Admin, Larry receives administrative notifications at his riskrecon.
onmicrosoft.com email address. However if the organization doesn't use Microsoft 365 Outlook for email, Larry might
not receive tenant administrative notification emails. Another scenario is Larry's Microsoft 365 username is larry.
washington-admin@riskrecon.com. While this may be Larry's username on Microsoft 365, that may not be a valid
email address. As such, it is important that organizations ensure that global admins use an email address that is
configured to a working address.

VALIDATION STEPS

1. Navigate to https://portal.azure.com and select Azure AD
2. From the Manage menu on the left, select “Users”

3. Identify a Global Administrator from the list of users
4

Within the “Contact info” area, verify that the user's email is a working email address:

Contact info

Sereet sddress

Ciny
Reston

Lreuadd

trevor hawthomd@stratumsecurnity.com ¥

Figure 7: Screenshot within the “Contact info” section showing a valid email address

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)
+  Aworking email address is configured for the Global +  The email address field is blank or an invalid email
Administrators address is configured for the user
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SERVICE CONFIGURATION

WHAT WHY

By default, Microsoft 365 is configured with settings that Depending on the organization’s risk profile, the default
encourage sharing, collaboration, and ease of use. These settings may be overly permissive, resulting in leak of
default settings include allowing non-privileged users sensitive information and compromise of the integrity of
to invite guest users to the organization’s Azure AD and the environment.

default file sharing settings.

ID: 0365 - 6: Are Azure AD User Settings configured from non-default settings?

WHY IS THIS IMPORTANT?

By default, non-administrative users may access the Azure AD administrative portal and perform several different
actions including:

*  Register custom-developed applications for use within Azure AD

+  Access the Azure AD administrative portal

+  Allow user to connect their Azure AD accounts with their LinkedIn account
« Invite external guest users

+ Invited guest users can invite additional guest users

Each of these setting may have a security impact, depending on how the organization. If the target organization has
not configured these default settings to be more restrictive, it is a tell-tale sign that the organization lacks Microsoft
365 security maturity.

VALIDATION STEPS
There are two screens to inspect to determine how the settings are configured. First, view the Azure AD User settings:

1. Navigate to HTTPS://PORTAL.AZURE.cOM and select Azure AD

2. From the Manage menu on the left, select “User settings”

3. Inspect the three toggle settings:

App registrations

Users can register applications

Administration portal

Restrict access to Azure AD administration portal

{_ves JERD

Linkedin account connections

Allow users to connect their wark or school account with Linkedin,
Data sharing between Microsoft and Linkedin is not enabled until users consent to connect their Microsoft work or school account with their Linkedin account.
Leam more about Linkedin account connections.

ves  Selected grovp (EED
Figure 5: Screenshot showing the most restrictive and secure settings

4. Determine if the settings are appropriate for the organization
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External collaboration settings

B save X Dacard

Guest users permissions are limited

Ho

Admins and users in the guest inviter role can invite
Members can invite

Guests can invite

Enable Email One-Time Passcode for guests (Preview)

Learn mase

Enable guest self-service sign up via user flows (Preview]

Collaboration restrictions

ow invitations to be sent to any domain {most inclusive)

Deny imvitations to the specified domains

(®) Allow invitations only to the specified domaing (most restrictive)

n Target domains

] [[vatrmconcom

Figure 6: Screenshot showing the most restrictive external collaboration settings
ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)

+  Settings have been changed from the default +  Settings are configured with the default settings

ID: 0365 -7: Are users restricted from creating auto-forwarding rules within Outlook?

WHY IS THIS IMPORTANT?

When a user creates an auto-forwarding rule, emails sent to the account are automatically forwarded without user
notification to an email box that the organization does not control. This may expose the organization to risk of loss of
sensitive data.

A techinique employed by hackers is to auto-forward email of compromised accounts to a private account, enabling
them to monitor emails for sensitive information and to understand organizational controls and operations. They
leverage this information to compromise other systems and execute fraudlent transactions, such as wire transfers and
payroll modifications.

VALIDATION STEPS
1. Navigate to the Exchange Admin Center

2. Under the “mail flow” section, click “rules”:

mail flow
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3. Within the “rules” interface, identify a rule that prevents auto-forwarding to external addresses:

Exchange admin center

+ *td - L2
] RUME
B

4. Inspect the rule to ensure it prevents auto-forwarding from internal users to external users:

Restrict auto-forwarding to external acdresses

Restrict avto-forwardeng to external sddresses

“Appdy this nide

M The sender o looated L Ingighe thi organiz
arid
M The recipien i located - Caitsichy the cegar
X The metsage type i - Sute-forwand
dd conditan
the foillaw
e #ct the mitisge with the explanstion - Ayto-Jorwarding

atpanizaton s ne

Figure 8: Screenshot showing a rule that prevents internal users from auto-forwarding messages to external users

Further information: HTTPS://SUPPORT.MICROSOFT.COM/EN-US/OFFICE/STOP-AUTO-FORWARDING-EMAILS-IN-MICROSOFT-365-

FOD693BA-5C78-47C0-B156-8E461E062AA7

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)
+ Aruleis present thats restricts the forwarding of + Noruleis present that restricts the forwarding of
emails to external users emails to external users.
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ID: 0365 - 8: Are OneDrive links configured so that the default link type is “Shareable: Anyone

with the link"”?

WHY IS THIS IMPORTANT?

When a user creates a sharable OneDrive link, by default the link type is set to “Shareable: Anyone with the link”. The
risk here is that if the link is forwarded in email or otherwise shared outside of the organization, anyone with the link
will be able to access the OneDrive file. As such, it is more secure to configure the default OneDrive sharing setting to
“Internal: Only people in your organization”. If a user needs to share the file with an external user, they may configure
the link to “Shareable” - but the by default links will be internal-only.

VALIDATION STEPS
1. Navigate to the One Drive Admin screen
2. Under the menu on the left, click “Sharing”

3. Inspect the “Links” section and identify the default link type:
Sharing

Use these settings to customize how shaning works in OneDrive and SharePoint

Learn more about external sharing

Links
Choose the kind of link that's selected by default when users share items
Default link type

(__:I Shareable: Amyone with the link

®) Internal: Only pedple in your crganization

i__:'l Direct: Specific people

Figure 9: Screenshot showing that Links are set to “Internal” by default

ACCEPTABLE RESPONSE(S) FAILURE RESPONSE(S)
+  The Links configuration is set to “Internal” or “Direct” +  The Links configuration is set to the default
“Shareable”
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ABOUT RISKRECON

RiskRecon is a leading global provider of Security Ratings Services that enable
enterprises to easily understand and act on their cybersecurity risks. Customers
use RiskRecon ratings and assessments to better manage risk across a wide
range of contexts and use cases.

+  Third-party risk teams use RiskRecon to make better vendor selection
decisions and to hold existing vendors accountable to managing
cybersecurity risks well.

+  M&A teams use RiskRecon to assess acquisition targets for latent
cybersecurity liabilities.

+ Internal security analysts use RiskRecon to maintain a wholisitc
understanding of their internet attack surface and related exposures, with
particular focus on managing shadow IT and forgotten IT risk.

+  CISOs and boards use ratings to benchmark their cybersecurity performance
against peers and competitors.

In Q4 2018, Forrester named RiskRecon a leader in their Cybersecurity Risk Rating
Solutions report. “RiskRecon stands out with its focus on contextualized, action-
oriented cyber-risk ratings. Its Risk Priority matrix tool helps customers narrow
down, prioritize, and take action on their top third-party cyber risks based on
their unique business assets and security posture.” HTTPS://WWW.RISKRECON.COM/

FORRESTER-REPORT

Cuter Rirm Supply e [
Aprn Ranng : . Lk o Ity EaringE
/ p— *—\ = : — (T
( B 1 . st




COPYRIGHT

The RiskRecon Microsoft 365 Assessment Playbook by RiskRecon is licensed
under a CREATIVE COMMONS ATTRIBUTION-SHAREALIKE 4.0 INTERNATIONAL

LICENSE.

LEGAL DISCLAIMER

RiskRecon, a Mastercard Company, makes no representations or
warranties of any kind, express or implied, with respect to the contents
of this document and the associated security questionnaire. Without
limitation, RiskRecon specifically disclaims all representations and
warranties, including but not limited to any and all implied warranties
of merchantability, fitness or suitability for any purpose. Any action
taken using the information in this document or the associated security
questionnaire is strictly at the user’s own risk.




