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About Fedmine
We are the largest aggregator of federal spending data

Our online platform analyzes and simplifies the increasingly
complex federal business landscape in real-time, providing you
the visibility you need into your addressable market of business
opportunities.

Monitor federal
spending by
industry, geography
or socioeconomic
status

Conduct fast Super Searches, create custom keyword alerts,
discover subcontractors at the task order level, with complete
comprehension of what matters most
• Receive daily alerts based on awarded contracts within your addressable market
• Build a pipeline with re-compete and newly forecasted solicitations
• Dissect competition, quickly view agency profiles, drill down to key contacts and
download information for marketing needs

Our Strength
Accessible content, easy to use functionality,
aggregated data sets that unify views of
information from disparate data sources in
real-time

Clients include Prime Contractors,
Growth Support organizations and the
Federal Government itself – we call
this the “Fed Circle”

Integrated Datasets are King
Curated, ready-to-use content is an asset many in
government ascribe a premium value, especially if
it is through SaaS delivery
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CMMC Vision
Be a unified cybersecurity
standard for DoD acquisitions to
reduce exfiltration of Federal
Contract Information (“FCI”) &
Controlled Unclassified Information
(“CUI”) from the Defense Industrial
Base (“DIB”)*
*already appearing in other agency contracts
and expected to be a requirement in some as
soon as CYQ1.

What is CMMC?
CMMC is the Cybersecurity Maturity
Model Certification
Combines various cybersecurity standards and “best
practices”
Maps these practices and processes across several maturity
levels that range from basic cyber hygiene to advanced
For a given CMMC level, the associated practices and
processes, when implemented, will reduce risk against a
specific set of cyber threats
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The security perimeter has changed….

On-premise

The security perimeter has changed….

On-premise

CMMC Model Framework

CMMC Model Framework
Domains
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• Key sets of capabilities for
cybersecurity

Capabilities

• Achievements to ensure
cybersecurity within each domain

Practices &
Processes

• Activities & maturities required by
level to achieve a capability

CMMC Model Framework (v1.0/1.02)
4 CMMC model framework consists of 17 domains, based on
cybersecurity “best practices”
4 Domains are comprised of capabilities
§ Currently consists 43 capabilities

4 Capabilities are comprised of practices and processes, which are
mapped to CMMC Level 1 through Level 5
§ Practices are activities performed at each level for the domain to
measure technical capability (currently 171 total)
§ Processes detail maturity of institutionalization for the practices
(currently 5 total)
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CMMC v1.0 Model Structure
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CMMC Model Framework
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CMMC Process Maturity
Maturity Level

Description

Practices

ML 1

Performed

Note - No maturity processes assessed.

ML 2
ML 2

Establish a policy that includes the domains.
Documented

Document the CMMC practices to implement the domains.

ML 3

Managed

Establish, maintain, and resource a plan that includes all the
domains.

ML 4

Reviewed

Review and measure domain activities for effectiveness.

ML 5

Optimizing

Standardize and optimize a documented approach for domains
across all applicable organization units.
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Current Timeline
Begin Training:
Provisional
Instructors

Certified Exams:
Beta Versions
Offered

Feb 2021

May/June 2021
Provisional Period (~50 C3PAOs)
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Roll Out (‘21 – ‘25)

Certified Classes:

Framework Implemented

Offered by
Licensed Training
Providers (LTP)
April 2021

Training & Certification
Sept 2021 (on-going)

Preparing for Assessments

Independence Considerations
4 RPO vs C3PAO
§ RPO – intended to assist w/
Readiness only (not required)
§ C3PAO – required to conduct
assessments for certification

4 Can not perform consulting
(readiness or remediation) and
C3PAO assessment services for the
same organization
§ Statute of Limitations not set
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§ Scope of prior “consulting” not
defined

Three-Phased Approach

Three-Phased Approach
Phase 1:
Confirm System
Boundary &
Assessment
Type

Phase 3:
Gap Analysis

Phase 2:
Control Design
&
Documentation
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Three-Phased Approach

Phase 1: System Boundary & Assessment Type

Preparing for Assessments
4 Determine your level (and document it)
§ Do you really need to be Level 3?
§ Talk to your primes or talk to your subs

4 Determine your scope (and document it)
§ Scope = LOE and as it increases so does your assessment risk

4 Determine your type (and document it)
§ Be realistic
§ Current vs future state
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Preparing for Assessments (cont.)
4 Assessment Scope – determines by your “System Boundary” (CMMC FOLLOWS THE DATA!)
•

Internal – data (FCI and/or CUI), systems, infrastructure etc.

•

External – 3rd parties, vendors, etc.

4 Assessment Objects (what/who is being assessed)
•

Specifications – document-based artifacts (e.g., policies, procedures, plan, functional specifications, system
diagrams)

•

Mechanisms – specific hardware, software, or firmware safeguards

•

Activities – protection-related actions supporting a system that involve people (e.g., conducting backups,
monitoring network traffic)

•

Individuals – people applying the specifications, mechanisms, or activities

4 Assessment Types (how you are being assessed)
1.

Entity – CMMC Framework Level assessed across the entire organization

2.

Enclave – CMMC Framework Level assessed for a specific enclave only

3.

Hybrid – CMMC Framework Levels assessed at the entity and enclave
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Three-Phased Approach

Phase 2: Control Design & Documentation

Preparing for Assessments (cont.)
4 Assessment Methods (how it is being assessed)
1.

Examine – reviewing, inspecting, observing, studying, or analyzing assessment objects

2.

Interview – holding discussions with individuals or groups

3.

Test – exercising assessment objects to compare actual with expected behavior

4 CMMC assessments will involve all of the above and will require two pieces of
corroborating evidence from 2 of the 3 Assessment Methods for each control
requirement
4 The C3PAO determines the Assessment Objects in conjunction with the OSC
during assessment planning
4 The C3PAO determines the Assessment Methods for each control requirement

25

Domain

Maturity Level

AC.3.012

Control Requirement Example

SECURITY REQUIREMENT
Protect wireless access using authentication and encryption.
ASSESSMENT OBJECTIVE
Determine if:
[A]

Wireless access to the system is protected using authentication.

[B]

Wireless access to the system is protected using encryption.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Examine:

[SELECT FROM: Access control policy; system design documentation; procedures
addressing wireless implementation and usage (including restrictions); system
security plan; system configuration settings and associated documentation; system
audit logs and records; other relevant documents or records].

Interview:

[SELECT FROM: System or network administrators; personnel with information
security responsibilities; system developers].

Test:

[SELECT FROM: Mechanisms implementing wireless access protections to the
system].

Preparing for Assessments (cont.)
4 Identification of Controls
§ Who – Control Owners (Internal and External) that will be “Interviewed”
§ How – manual, automated, IT-dependent manual
• Measured?
§ When – what frequency
4 Evidence Collection (“2 Pieces of Corroborating Evidence)
§ Policies & Procedures, Forms, etc.
§ System generated – configuration settings, logs, etc.
4 Documentation of Environment
§ SSP
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§ POAM

Three-Phased Approach
Phase 3: Gap Analysis

Purpose
Test controls to identify
gaps/areas for remediation.

Gap Analysis Process

Deliver evidence
request list (PBC) to
client.

Obtain and review
evidence from client
that supports the
controls.

End result: Current state SSP & POAM
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Upon review of
evidence/support if
any findings/gaps are
identified, report back
to the client for
remediation

Reciprocity Considerations
TBD
4 ISO – up to 70% reduction in
scope
4 FedRAMP – inherit controls from
FedRAMP Aisle 4 or 5 CSPs
4 DIBCAC – delta assessments for
the 20 controls above and
beyond 800-171 + any POAMs
“CAM identifies three evidence types, with at least two

being required for each control or practice to be rated as
“pass.” For controls or practices that are eligible for
reciprocity, only one type of evidence will be required,
eliminating as much as 70% of the time and effort required
to examine the control or practice”

Marketplace Overview
4 Provisional Period
§ Priority given to those going after an active solicitation with a CMMC clause
§ Application and acceptance through the AB.
§ AB refers ~3 potential C3PAOs based on _____?
§ OSC contracts directly with C3PAO

4 Certification Period
§ OSCs use marketplace to identify potential vendors and verify standing
§ Can contract directly with known vendor completely outside of the Marketplace
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Assessment Overview
OSCs are required to establish the scope of their subsequent certification
4 Contractors can achieve a specific CMMC level for their entire enterprise network or for particular segment(s) or
enclave(s), depending on where the information to be protected is handled and stored: CMMC follows the data
4 The assessment will look at practices and processes that apply to the system(s) designated for handling and storing
of Federal Contract Information (FCI), Controlled Unclassified Information (CUI), or other controlled data types
4 Excluded systems will not be assessed
Scope is determined based on FCI/CUI location and target CMMC Maturity Level certification
4 Assessment can fail if assessor finds that additional equipment should be in scope
4 Must include identified networks, storage location of physical information, and any relevant wireless access points
The assessment type, including system boundary(ies) and segmentation, must be agreed upon between the OSC
and the C3PAO prior to the assessment being accepted
C3PAO registers assessment with CMMC-AB and obtains Assessment ID
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What to Expect During Assessments
4 Assessment Plan establishes:
§

Assessment and OSC Team member roles & responsibilities

§

Interview & Testing Schedule

§

Evidence Requirements

4 Assessment Team Needs include:
§

Private space for team and room to conduct interviews

§

Ability to walk the premises (escorted or not)

§

Access to control owners

4 Site visits are necessary to validate controls in Physical Protection domain*:
§
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Note - Controls from Physical Protection domain are in all CMMC Maturity Levels

What to Expect During Assessments
4 Daily Debriefs between C3PAO and OSC PoC
4 Reporting conducted off-site after testing is complete
4 Remediation (if needed):
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§

OSCs have 90 days to remediate minor issues that prevented certification

§

C3PAO must agree that the issues are of a nature that can qualify for remediation (e.g.,
missing policies will generally not qualify for remediation at ML2/ML3)

§

Assessment Team/Lead Assessor may need to return on site to finalize assessment of any
remediation items

What to Expect During Assessments
4 C3PAO QA Review
§

Report

§

Evidence

§

Any remediation efforts

4 CMMC-AB QA Review & Certification
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§

C3PAO sends report and recommendation to CMMC-AB

§

If recommendation is for certifying the OSC and CMMC-AB agrees, they issue a certification
valid for 3 years

§

If recommendation is for not certifying the OSC, and CMMC-AB agrees, they will not
perform detailed review of report unless the OSC files a dispute

Dispute & Resolution
4 In case of a dispute with your assessor (or their C3PAO firm), the CMMC-AB has established an
arbitration process
4 OSCs have 14 calendar days from the completion of their assessment to file a dispute with the
CMMC-AB if they feel an assessment team member, the C3PAO, or the CMMC-AB misinterpreted
CMMC practices, displayed an ethical lapse, made egregious errors, or were malfeasant in their
duty to perform a professional and unbiased assessment in accordance with the Code of
Professional Conduct and the CMMC-AB Assessment Methodology
4 CMMC-AB conducts an initial evaluation which could result in a revised assessment result
§

If not, the OSC can request a secondary evaluation in which case members of the CMMC-AB will conduct a
detailed assessment

§

All adjudication activities must be completed and resolved within 90 days

Note – all costs for adjudication including CMMC-AB assessments are the responsibility of the OSC
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What Questions Do You Have?
Neal Beggan, CISA, CRISC, CRMA, CCSFP,
CMMC-PA, CMMC-RP
Principal, Cherry Bekaert LLP
703.584.8393
nbeggan@cbh.com
Eric Poppe
Sr. Manager, Cherry Bekaert LLP
703.584.0260
epoppe@cbh.com

Lindsay Carry
One Research Court
Suite 450, Rockville, MD 20850

lcarry@fedmine.us
301-279-7575

Agreed Terms of Use
Cherry Bekaert refers to the independent CPA and Advisory firm, its wholly owned subsidiaries and affiliates. The information presented has been provided by Cherry
Bekaert LLP for general information purposes. It does not constitute legal, accounting, tax or other professional advice or services and is presented without any
representation or warranty as to the accuracy or completeness of the information. While Cherry Bekaert has made every attempt to ensure that the information
contained herein has been obtained from reliable sources, Cherry Bekaert is not responsible for any errors or omissions or for the results obtained from the use of
this information. In no event will Cherry Bekaert, or Cherry Bekaert’s partners, agents or employees, be liable to you or anyone else for any decision made or action
taken in reliance on the information contained herein or for any consequential, special or similar damages, even if advised of the possibility of such damages. Certain
services may not be available to attest clients under the rules and regulations governing the practice of public accounting. The observations as outlined in this
document do not, in any way, constitute a recommendation by us for the Client or any other person or entity to participate in the proposed transaction. Information
within this document is not being made available or attached to any prospectus, offering circular, or recommending the sale of securities.
Thank you for allowing us to serve your accounting, tax, and financial planning needs. We value your business and are committed to protecting your privacy. We hope you
view our firm as your most trusted adviser, and we will work to continue earning your trust.

This presentation is protected by U.S. and international copyright laws. Reproduction, distribution, display
and use of the presentation without written permission of the speaker is prohibited.
© 2021 Cherry Bekaert LLP
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