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M365 ES License:

Where to start your licensing journey
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Security with Microsoft 365 ES

We're back! Dive into the M365 E5 license
with us, wherever you are in your licensing
story. We've collected your most pressing
guestions and help us review some of the
best use cases we've found for the M365
bundles.

Webinar Agenda:

B 8 -

Scenarios |dentity Data Endpoint
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M365 ES License:
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Gartner

Microsoft Security - a leader in 5 Gartner magic quadrants
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COMPLETENESS OF VISION > As of October 2020 @ Gartner, Inc COMPLETENESS OF VISION > s of October 2020 © Gartner, Inc COMPLETENESS OF VISION > As of August 2019 © Gartner, Inc i As of Ju !

Access
Management

Cloud Access
Security Brokers

Enterprise
Information Archiving

Endpoint
Protection Platforms

Unified Endpoint
Management Tools

*Gartner “Magic Quadrant for Access Management,” by Michael Kelley, Abhyuday Data, Henrique, Teixeira, August 2019
*Gartner “Magic Quadrant for Cloud Access Security Brokers,” by Steve Riley, Craig Lawson, October 2019

*Cartner “Magic Quadrant for Enterprise Information Archiving,” by Julian Tirsu, Michael Hoech, November 2019
*Cartner “Magic Quadrant for Endpoint Protection Platforms,” by Peter Firstbrook, Dionisio Zumerle, Prateek Bhajanka, Lawrence Pingree, Paul Webber, August 2019

*Gartner “Magic Quadrant for Unified Endpoint Management Tools,” by Chris Silva, Manjunath Bhat, Rich Doheny, Rob Smith, August 2019

These graphics were published by Gartner, Inc. as part of larger research documents and should be evaluated in the context of the entire documents. The Gartner documents are available upon request from Microsoft. Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise
technology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner's research organization and should not be construed as statements of fact. Gartner disclaims all warranties, express or implied, with respect to this research, including any warranties
of merchantability or fitness for a particular purpose. GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally, and is used herein with permission. All rights reserved.
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Complexity is the enemy of intelligent security

70 « 395

Security products Security vendors

|s the average for companies

.’ BlueVoyant

with over 1,000 employees

Nick McQuire, VP Enterprise Research CCS Insight.

$1.37wm

On average that an
organization spends annually
in time wasted responding to

erroneous malware alerts

“The Cost of Insecure Endpoints” Ponemon Institute©

Research Report, June 2017

1.87wm

Global cybersecurity
workforce shortage by 2022
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https://iamcybersafe.org/global-cybersecurity-workforce-shortage/
https://www.ccsinsight.com/author/133-nicholas-mcquire
https://datasecurity.dell.com/wp-content/uploads/2017/09/ponemon-cost-of-insecure-endpoints.pdf

Customers that
have Microsoft
365 ES Security
can replace up
to 26 other
security
vendors
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Microsoft Intelligent Security Association
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Microsoft Intelligent Security Graph

Unique insights, informed by trillions of signals

OneDrive

o

200+

Outlook

5B

threats detected
on devices
every month

®
4708B |

emails
analyzed

8T

threat signals
analyzed daily

B

‘ global cloud
_.- consumer
' and commercial
Azure services
monthly ‘
authentications 18B+ Bing web
1 B+ pages scanned

Azure user Xbox Live
accounts

Bing

Botnet data from
Microsoft Digital
Crimes Unit

Microsoft
accounts

Shared threat
data from
partners,

researchers,

and law
enforcement
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M365 ES License:
Where to start your licensing journey

IDENTITY
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Why is Identity in the Cloud so important?
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Customer @
Company- wearable Partners @
owned device =
o
O
Customers Partner @ _ o
R ® device
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Customer e
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https://go.forrester.com/blogs/tech-titans-google-and-microsoft-are-transforming-cybersecurity/

How do | bridge my Identity solutions between
on prem and cloud?
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Vendor complexity across the attack kill chain

Phishing Open
mail attachment
------- G
: Click a URL

\/Syma ntec.

okta

Brute force account or use
stolen account credentials

N

Attacker collects
reconnaissance &
configuration data

«° netskope

Exfiltrate data

P
-
-
-

Attacker accesses
sensitive data

CROWDSTRIKE ¥4 I,'
“\
-------- el = e = e B s
Exploitation Command User account Attacker attempts  Privileged account Domain
& Installation & Control is compromised lateral movement compromised compromised
YELES S & CYBERARK /., exabeam



Microsoft Defender for

M365 Defender: Maximize Detection During Attack Stages

Office 365
Safeguards against malicious threats posed
by email messages, links (URLs) and

Azure AD Identity Protection

. o ® |dentity protection &
COHaboraUOH tOO|S Conditiona| access
® °
@ Brute force account or
use stolen account credentials
Phishing Opens T
mail attachment
—> @ ________ \\\
“._ Clicks on a URL N \
_________ > b Exploitation Command & :
~~~~~ _ & nstallation  Control v
O >

User browses to a
website

-

User account
is compromised

Attacker

Microsoft Defender for Endpoint

_ . . movement
Endpoint Detection, Protection and Response
®

attempts lateral

Cloud App Security
Extends protection & conditional
access to other cloud apps

C @ %

" Exfiltrate data

- -

,, Attacker accesses
’ sensitive data

Privileged Domain
account compromised
compromised

. Microsoft Defender
for Identity
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Where is the best place to start?
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\ User attempts to sign-in

Azure AD calculates real-time sign in risk
based upon sign-in properties

Azure
Active Directory

Real-Time Sign-In Risk
Level

L User Risk
Level
Existing User Risk
Level

Azure AD evaluates the
user's risk level against
any identity protection
policies applied to the
given user

Identity
Protection
Policies

Identity Protection aggregates the user's
real-time sign-in risk and existing user risk
to generate the user's risk level

Scenario 1: There is no user risk,
user risk doesn't meet the policy
threshold, or policies are not
applied to the user

Scenario 2: The user risk level
meets the Identity Protection policy
threshold and the policy is applied
to the user

A

The user completes
the sign-in without
being challenged

=

Azure AD prompts the
user for MFA/password
change or they are
blocked (according to

policy)

2]
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Conditional Access + Identity Protection

* Real-time risk-based access control Microsoft Cloud
H Azure AD Conditions — Controls
4+ ADFS 171TB
B MSA

& Google ID Allow/block
Employee and partner access
users and roles
Android V. Microsoft Cloud
&€ ios learning Limited App Security

Trusted and access

- . .
& Macos compliant devices
== Windows

dn Microsoft
Defender ATP

Session
Risk

Real time Require
Evaluation MFA

Cloud SaaS apps

Geo-location rﬁ

Effective

Corporate Physical and .. e
network virtual location Policies password
reset
. Client apps and
= | Browser apps auth method Block legacy 0

authentication

=" Client apps
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Manage all your apps from one central location

* Gain a single consolidated view across all your applications :3

SaaS apps G

Cloud-hosted
4 Azure AD apps aws

cLouD

Google Cloud

On-premises and
web apps

= e

Active Directory
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Deliver consistent single sign-on experiences to legacy apps

Azure AD Apps and data

3
. oEe

Networking and =~ .
Azure AD delivery controllers (Akamaf
i App Proxy
Allow Require Block ciTRIX @ P

access MFA access

Cloud apps

Conditional Access l l

On-premises perimeter-based networks
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Go beyond Microsoft Office—connect and secure any app to Azure AD

2,000,000

active apps

{

® ®

Azure AD
> I I I monthly active

users

e[[x o

‘e >cr oo nflold:
~ =

TN 2AO
“woile >

* > @
* afff »

HIGHLY CONFIDENTIAL | 22




M365 ES License:
Where to start your licensing journey

DATA
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Do you feel like organizations should have more urgency
around Information Protection Solutions?
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GDPR challenges

Personal privacy rights
Must protect data
Mandatory data breach reporting

Big penalties for non-compliance

®

Personal data

Any information related to an identified or identifiable
natural person including direct and indirect identification.
Examples include:

Name
Identification number (e.g., SSN)
Location data (e.g., home address)

* Online identifier (e.g., e-mail address, screen names,
IP addresses, device IDs)

Sensitive personal data

Personal data afforded enhanced protections:
* Genetic data (e.g., an individual's gene sequence)

Biometric Data (e.g., fingerprints, facial recognition,
retinal scans)

* Sub categories of personal data including:
Racial or ethnic origin
Political opinions, religious or philosophical beliefs
* Trade union membership
Data concerning health

Data concerning a person'’s sex life or sexual
orientation
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BlueVoyant’

DOCUMENT
REVOCATION

-E

=

DOCUMENT
TRACKING

POLICY
ENFORCEMENT

CLASSIFICATION

ACCESS
CONTROL

ENCRYPTION




What's this unified labeling thing? Microsoft Information
Protection can be extended beyond the tenant perimeter?
Help us catch up on this.
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Data is created \ Data moves \

D & \ \
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\ Data moves \ Data leaves your company
\
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I Know your Data ! Protect & Govern ! Prevent Data loss
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¥ Acquisition plans - Message (HTML)

File Message Developer Help Q Tell me what you want to do
~ - A & & F [ ¥ -Rules ~ = a |
~xIgnore x l el [ (l ( 4 _: 3 < ¥ Done ¥ Include in beta C =) [ ; ‘
° Delete Archive Reply Reply Forward M Protect Mark as unread ¥ Lists Move ‘&E Cnetions Assign Mark Categorize Tt
wlunk > A" ‘a Mom - ¥ I : g JlAcﬁons - Nliq ¥ Unnad i
Delete Respond Protection Quick Steps [ Move Tags ra
Sensitivity: © Confidential \ Recipients Only

Thu 07/05/2018 12:35

Enrique Saggese

W4 Y  Acquisition plans
To ¥ Enrique Saggese; @ esaggese@hotmail.com; @ john@contoso.com; @ Herbys68@gmail.com; @ esaggese@comcast.net

i Do Not Forward - Recipients can read this message, but cannot forward, print, or copy content. The conversation owner has full permission to their message and all replies.

Permission granted by: esaggese@microsoft.com

a  Contoso Acquisition Plan.docx _
ﬂ 71 KB

Find attached the business acquisition plan we discussed.
The transaction should be complete by November 15™.
Regards,

Enrique Saggese |Principal Program Manager — Customer Experience | Information Protection | Micros
Azure Information Protection team Blog: https://blogs.technet.microsoft.com/enterprisemobility/?product=azure-information-protection
Visit the Azure Information Protection Web site to learn more! https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
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So we can apply our Information Protection Schemes
outside of the Microsoft cloud. What about directing that
same protection to on prem? Endpoints?
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Office 365,

Microsoft

Cloud App
Security

Discover and classity
sensitive information

No matter where it's created,
modified or shared

(o

€065
2352
c O 8y
v E 9
2S5
[

S5 Es

AlIP
scanner




Azure Information Protection scanner
capabilities

p Scanson-premrepositories: file shares, NAS or any other CIFS based
repositories, or SharePoint Server

Discover data in the scanned repositories and match it against AIP policy
(detect sensitive info types, custom patterns and default label)

Create a report of discovered data, including the matched conditions for
found patterns

é} Labels and protects the discovered data per AIP policy
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Home > Azure Information Protection - Data discovery (Preview) . . —~ . ~ . : LY
- i i i Windows Defender Security Center L Jane Schneider § &,
Azure Information Protection - Data discovery (Preview) =
« AT i
B Log Analytics 2 jonathanw-pc
General Location type Location
) ! Any L 4 Collect investigation package % Run AV scan [T Restrict app execution (S Isolate machine <} Manage tags [5] Action center
[3 Quick start
Ply
Dashboards
. Labels g Active alerts (6) Logged on users (12) Secure score
A Usage report (Preview)
&, Activity logs (Preview) a Most frequent
* Jonathan Wolcott 2 security controls
=3 ; 2 2 . High Medium Low Info.. . -
=R Data discovery (Preview) cont_jo natha nw B ) . 9[29 require attention
_ east frequent ot T
Classifications E,% 0 0 O 0 E Eva Macias
f !
329 2N Laptop MNarth America
@ Labels See all alerts See all users Manage score
o Al
[ Policies A4 Machine details
Manage l‘\ 1% Risk leve High o
521.--J Timeline  Related alerts (6)
&2 Configure analytics (Preview) Domain Contoso -
&l Languages 5 i -bi ; i ; ; = D . .
(G o 0s Windows 10 64-bit Search in machine timeline All event types Vv All user accounts I= Display ~ Ff Export . <2 |
Q Protection activation
£ File repository \\sislands\public\ Network activity 03/15/2018 1329
e WS ikt 08/15/2017 12:00 Dec 2017 Jan 2018 Feb 2018 Mar 2018 Apr 2018 O
6 Endpoint WI0:IW-CLIENT2 Last seen 03/15/2018 13:30
See all IPs > v Event Cretails User
13:29:32 [ chrome.exe created document.pdf <3 explorerexe > chrome.exe > document pdf Jonathan Wolcott N

Information protection

. ) ) explorer.exe
Data sensitivity ~ Confidential @

See files in Azure Information Protection (2 explorer.exe

Information Protection B O s

rome.exe k C:\Program Files (x86)\Google\Chrome\Application\chrome.exe
[ “"chrome.exe”

Integration with Microsoft Information Protection for
sensitive data discovery and enforcement on endpoints

flueVoyant

Document.pdf
D [0 b7dd479039a6885d77eef8020e59513f32983b5¢
Documentpdf b Ch\UsersJonathan'Downloads\Document.pdf

£ Confidential




Cloud App Security

. & Continuous report Timeframe .
Cloud D|scovery Win10 Endpoint Users ~ Last 90 days ~
Dashboard Discovered apps IP addresses Users Machines Updated on Jul 18, 2018
| o
(o] Apps IP addresses Users Machines Traffic Cloud Discovery open alerts + Create policy
*7.2GB
: : : . ¥ 35GB 48 Cloud Discovery alerts : O Suspicious use alerts
App categories 1-5 of 28 » | Traffic v Risk levels All categories Y| by |Traffic v
# [l Sanctioned @ | Unsanctioned ¥ [ Other ]

Cloud storage ]

Collaboration

Information Protection

CRM

Integration with Microsoft Cloud App Security for

Webmail . .
shadow-IT discovery and enforcement on endpoints
Discovered apps 1-15 of 128 » View all apps | All categories ¥ | Traffic v Top entites  View all users | User v | by |Traffic v
Sanctioned # Unsanctioned Other User Total
4 Microsoft Dynamics 1.4 GB CONTOSO/ BOD 306 MB
B Microsoft SharePo... 1.3 GB CONTOSO/CRAYA oo 44 MB
B Microsoft Teams 909 MB CONTOSO/SIOANE oo 40 MB

Amazon Web Serv... 648 MB



Where are the central points that | can manage
Information policy?
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Microsoft 365 Specialized Workspaces

Microsoft 365 Security Center Microsoft 365 Compliance Center
security.microsoft.com wi @ compliance.microsoft.com g g

© Welcome to Microsoft 365 Security Welcome to Microsoft 365 Compliance
2 o g ond o bty - o ¢ Dot e
- = o i
Secure score: 850/1405 55 users at risk 35% noncompliant 248 privileged apps GDPR: 350 4 steps remaining Assoss app compliance
o= =
- . i o - —
- — - :""_ : p—
- St— ~ - —
= ™ i - oy -
- - 15 unresolved malware
D - .
O —— e
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M365 ES License:
Where to start your licensing journey
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What's the story with SCCM and Intune? Is SCCM here to stay?
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Tenant '~ —@!" Microsoft Endpoint ManageD‘ =TT
attach : I

|
Intelligent Intelligent
Edge - - - Cloud

2

Configuration M365 Device
Manager Management
console Co-management console
workloads
Configuration @ Microsoft
Manager @ Intune
Cloud-only

management
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Does Endpoint Manager play a role in the Zero Trust story?
If so, how?

- BlueVoyant HIGHLY CONFIDENTIAL | 44



Zero Trust Principles

Verify Explicitly ~ Least Privilege  Assume Breach

Always authenticate and authorize Minimize user access with Just- Minimize scope of breach damage and
based on all available data points, In-Time and Just-Enough prevent lateral movement by
including user identity, location, Access (JIT/JEA), risk-based segmenting access via network, user,
device health, data classification, adaptive polices, and data devices and application awareness.
and anomalies. protection which protects data Verify all sessions are encrypted end to
and productivity. end. Use analytics to get visibility and

drive threat detection.
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Talk to us about Imaging vs Management
What's the story around Zero Touch provisioning?

L Bluevoyant HIGHLY CONFIDENTIAL | 46



Zero touch provisioning

Streamlined and flexible provisioning of all your devices with Microsoft Endpoint Manager

Decrease costly image creation workload

Self-service provisioning directly by end users
Windows Autopilot

Faster time to productivity

Out of the box security

Lower OPEX for staying current findroid Enterprise
Zero Touch

o N

Apple Business Manager

Samsung Knox
Mobile Enroliment
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We can't talk about Endpoints without covering Defender for Endpoint. What
kind of adoption are we really seeing in all levels of the marketplace?




Investigate threats with Al and hunt suspicious activities at scale

& Failed logons anomaly 4L Medium 4 admin@contoso.com
e Get prioritized alerts and
automated .
expert guidance e g A
« Visualize the entire
attack and its impact S
* Hunt for suspicious
activities using pre-built o
gueries
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W & 2 v K

D

M3ES = 4+

: https:fsecunty. microsoft com

Microsoft 365 Security Center

Prevention

Microsoft Secure Score

Secure score: 417 / 1000

Microsoft Secure Score monitors the security state of your
compay’s devices, data, identities, apps, and Amure resources

Dwvices 300,
I —

Drata 1
I

Ideniity 36
.|

Apps 2
|

Imfrastructure 20
.|

Improwe your security state Wiew history

Infrastructure protection overview

185 protected resources

Cavered by your Azure Security Center subscrption.

' £ alerts

44 recommendations

Device compliance

68% devices compliant

Of your 190k enrolied devices, 68% are compliant with the device
compliance policies you created.

B Compliant Mot compliamt I grace pericd Mot evaluated

letails in Device ManagemeEnt Admin sl

Identity protection overview

Far acoounts protected by Azure AD Identity Protection:

Users flagged for risk
Risky sign-in events i -
Global admins

eails in Argne AL ety Frol

Device mahvara state

85 unresolved threats

0 detections by Windows Delender Snfivings n e last 24 hours

B Actice Bction talled Blovend Rt
View details
Top discovered app categories
Choud storage
Collaboration
N 191G E
CRM
18558
Welsmail
170GE
Sarctioned B Uranctioned Oither

200GE

B
o
|
e
%

& Edit sections +  Add cards

Email protection overview

Malicious emnail content blocked by Office Advanced Threat
Protection in the past 30 days.

Phishing blocked
1272 Malware blocked

tetalls in Othce 355 Securby & Complanoe Cerbe

DLF policy matches

Uppdlaited S:20uem today

300

T R Fdd 4iéd ird4 1 irdl

W Policy 1 M Polcy2 M Pobcy 3



= M3ES = o+ — O =

é CJ httpsyfsecurity, microsaft cam IEI ';\’ - E: Ly e

Microsoft 365 Security

;.‘1’ Edit sections == Add cards

1= Detection y
e Active Incidents s Identity protection v Device protection
w L3 L L3 . - - L3

27 active incidents ... Users with threat detections 34 devices at risk ;1
o

- Updated £.20 pm woday Updiatied £33 pn today
i W High (4 Mpcium (16) Levw {7) Ll Alurts Device Risk score

Jesse Walli )

& nCident name Souerity ast activity . alin ROP SRV 10 & vigh
~ Golden ticket compromise WEE High e 10, 3010 Robin Goolsby 15 ROP_SRV_S & Higl

Phishing email campaign detected EEE High & 18, 201 Eva Macias . FIN_SRW_HC] & High
2

Suspicious PowerShell Activity EEE High e 18, 2018 1107 &M Jonathan Wiolcott ‘ DC SRV US & High

Phishing email campaign detected W High B0 2010 A0ESE BB Rex Fredrickson 1 cont-evamacias & Higl

Insider threat identified - sensitive data P 18, 2018 1052 AM Donovan Eagle cont-jonathamvaleatt & High

Patential Dofoil activity — malicious C2 Pl s e 18, 2018 TS0 AN Jess Passmore B cont-jesswallin

Windows Defender AV detected an active ‘Azden’ malware Mediom e 18, 2011 2 AN Antoine Hindman 4 RDP_SRV_25

Windows Defender AV detected "Reimage’ umwanted software tedim e 18, 201 1 M Wayne Wallin : RDP_SRV_25

Show more Show more See more

Email protection Device threat analytics Threat Mews

- = & nad Meled 21 active/ 112 - “
12 email accounts at risk ;. Assess your defenses against 2o : < S o thrat n s
Check arganizatsan vulnerabdity
high - pr.nfile threats Advanced Trajan Qutbreak 16 active/152
st -0 pm ey -—
Ursdated 520 pm tod NatPolya 13 active/254 2 Start huntingl
Email account User e - p GitHub shared resw queny

Get interactive reports on Windows Defender &TP about emerging threats [ S ar i



M365 ES License:
Where to start your licensing journey

NEXT STEPS

Join us for the next webinar on Azure Sentinel first week of June!
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Where are you at on your timeline?

Environment maturity

»

T Advance Security Cloud-Native
JAN T & Compliance 5|E|V|—_  adl
— Identity and enabled >
- 4 Cloud-managed —
. devices/'
pecure for Azure Sentinel
“ remote work nd o
= Security &
noders - Compliance
— Identity and
Endpoint
secure Management
Work From
Anywhere
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BlueVoyant Modern SOC and Microsoft
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&adre

information security With BlueVoyant’'s Microsoft security consulting and deployment services, you

Reach out to your Cadre rep / o\ don tIneeId to bian (lexpert to ta!<e your sdecu.nty an compliance pzsture.to the
and schedule a 60 minute O? ne?d evel. Our ccg e.rator ser.wces are gsngqe to get you up an. running |
\/, quickly and to maximize your investment in Microsoft Azure Sentinel 7nd 365

\\.

cloud maturity assessment or

reach us at info@cadre.net Defender security technologies.

How do | get started?
Microsoft Security Accelerators from BlueVoyant

Pick one or both of our Accelerator services below. We will perform detailed analysis of your environment(s) and
provide actionable security insights. What'’s included: A detailed assessment of your risks, guidance on how best to
leverage Microsoft-powered solutions and/or deployment & configuration assistance based on your unique situation.

AZURE SENTINEL ACCELERATOR 8 365 DEFENDER ACCELERATOR E

« Deploy Azure Sentinel in your Azure subscription * Deploy:
+ Defender for Endpoint
+ Defender for Identities

, : + Defender for Office 365
+ Onboard all Microsoft native data sources + Microsoft Cloud App Security

« Assist with the installation of Azure Syslog/CEF
collector
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