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Webinar Agenda:

Security with Microsoft 365 E5 

EndpointScenarios Identity Data

We’re back!  Dive into the M365 E5 license 

with us, wherever you are in your licensing 

story.  We’ve collected your most pressing 

questions and help us review some of the 

best use cases we’ve found for the M365 

bundles.
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2021?

M365 E5 License:
Where to start your licensing journey
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Access

Management

Cloud Access

Security Brokers

Enterprise

Information Archiving

Endpoint

Protection Platforms

Unified Endpoint

Management Tools

*Gartner “Magic Quadrant for Access Management,” by Michael Kelley, Abhyuday Data, Henrique, Teixeira, August 2019
*Gartner “Magic Quadrant for Cloud Access Security Brokers,” by Steve Riley, Craig Lawson, October 2019
*Gartner “Magic Quadrant for Enterprise Information Archiving,” by Julian Tirsu, Michael Hoech, November 2019
*Gartner “Magic Quadrant for Endpoint Protection Platforms,” by Peter Firstbrook, Dionisio Zumerle, Prateek Bhajanka, Lawrence Pingree, Paul Webber, August 2019
*Gartner “Magic Quadrant for Unified Endpoint Management Tools,” by Chris Silva, Manjunath Bhat, Rich Doheny, Rob Smith, August 2019
These graphics were published by Gartner, Inc. as part of larger research documents and should be evaluated in the context of the entire documents. The Gartner documents are available upon request from Microsoft. Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise 
technology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner’s research organization and should not be construed as statements of fact. Gartner disclaims all warranties, express or implied, with respect to this research, including any warranties 
of merchantability or fitness for a particular purpose. GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally, and is used herein with permission. All rights reserved.

Microsoft Security - a leader in 5 Gartner magic quadrants
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Complexity is the enemy of intelligent security

$1.37M
On average that an 

organization spends annually 
in time wasted responding to

erroneous malware alerts

1.87M
Global cybersecurity 

workforce shortage by 2022

70 35from

Security products Security vendors

Is the average for companies 
with over 1,000 employees 

Global Information Security Workforce Study 2017Nick McQuire, VP Enterprise Research CCS Insight. “The Cost of Insecure Endpoints” Ponemon Institute© 
Research Report, June 2017

https://iamcybersafe.org/global-cybersecurity-workforce-shortage/
https://www.ccsinsight.com/author/133-nicholas-mcquire
https://datasecurity.dell.com/wp-content/uploads/2017/09/ponemon-cost-of-insecure-endpoints.pdf
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can replace up 
to 26 other 
security 
vendors
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Pen Testing/ Risk Assessment

What Microsoft doesn’t do

Security solutions 

Microsoft 365 E5 covers What Microsoft

integrates with

What Microsoft

Services/MSSPs/ 

ISVs cover

Security solutions other

Microsoft solutions cover
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Microsoft Intelligent Security Graph

630B 
monthly 

authentications 18B+ Bing web 
pages scanned1B+

Azure user 
accounts

5B 
threats detected 

on devices 
every month

Botnet data from 
Microsoft Digital 

Crimes Unit

8T 
threat signals 
analyzed daily

470B 
emails 

analyzed 200+ 
global cloud 

consumer 
and commercial

services

OneDrive

Xbox Live

Microsoft
accounts

Bing

Azure

Outlook

Windows

Unique insights, informed by trillions of signals

Shared threat 
data from 
partners, 

researchers, 
and law 

enforcement
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IDENTITY

M365 E5 License:
Where to start your licensing journey
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Why is Identity in the Cloud so important?
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1 https://go.forrester.com/blogs/tech-titans-google-and-microsoft-are-transforming-cybersecurity/

https://go.forrester.com/blogs/tech-titans-google-and-microsoft-are-transforming-cybersecurity/
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How do I bridge my Identity solutions between 
on prem and cloud?
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Brute force account or use

stolen account credentials Attacker collects
reconnaissance &
configuration data

Command

& Control 

Exploitation

& Installation

Click a URL 

Phishing

mail

Open

attachment

Exfiltrate data

Attacker accesses 

sensitive data

Privileged account 

compromised

Attacker attempts 

lateral movement 

Domain

compromised

User account 

is compromised
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User browses to a 

website

Phishing

mail

Opens 

attachment

Clicks on a URL 

+

Exploitation 

& Installation
Command  & 

Control 

Brute force account or 

use stolen account credentials

User account 

is compromised

Attacker 

attempts lateral 

movement 

Privileged 

account 

compromised

Domain 

compromised

Attacker accesses 

sensitive data

Exfiltrate data

M365 Defender: Maximize Detection During 

Identity protection &

conditional access

Cloud App Security

Microsoft Defender 

for Identity 

Identity protection &

conditional access

Extends protection & conditional 

access to other cloud apps

Microsoft Defender for Endpoint
Endpoint Detection, Protection and Response

Microsoft Defender for 

Office 365
Safeguards against malicious threats posed 

by email messages, links (URLs) and 

collaboration tools

Azure AD Identity Protection
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Where is the best place to start?
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171TB

•

Cloud SaaS apps
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•
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2,000,000
active apps

>250m Azure AD 
monthly active 
users

Go beyond Microsoft Office—connect and secure any app to Azure AD
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DATA

M365 E5 License:
Where to start your licensing journey
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Do you feel like organizations should have more urgency 
around Information Protection Solutions?
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What’s this unified labeling thing?  Microsoft Information 
Protection can be extended beyond the tenant perimeter?  

Help us catch up on this.
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The Data Lifecycle
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Data is created
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Data is created Data moves
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Data is created Data moves Data leaves your company
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Data is created Data moves Data leaves your company

Know your Data Protect & Govern 

your Data

Prevent Data loss
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So we can apply our Information Protection Schemes 
outside of the Microsoft cloud.  What about directing that 

same protection to on prem? Endpoints?



HIGHLY CONFIDENTIAL  |  35



HIGHLY CONFIDENTIAL  |  36



HIGHLY CONFIDENTIAL  |  37

Information Protection
Integration with Microsoft Information Protection for 

sensitive data discovery and enforcement on endpoints
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Information Protection
Integration with Microsoft Cloud App Security for 

shadow-IT discovery and enforcement on endpoints
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Where are the central points that I can manage 
Information policy?
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DEVICES

M365 E5 License:
Where to start your licensing journey
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What’s the story with SCCM and Intune?  Is SCCM here to stay?
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Configuration 
Manager 
console

Configuration 
Manager 

M365 Device 
Management

console

Microsoft 
Intune

Microsoft Endpoint ManagerTenant 

attach

Domain joined PCsDomain joined PCs

LINUX

Windows 10
CM + MDM

Co-management 

workloads

Windows and Mobile devices

Cloud-only 

management
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Does Endpoint Manager play a role in the Zero Trust story?  
If so, how?
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Zero Trust Principles
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Talk to us about Imaging vs Management
What’s the story around Zero Touch provisioning?
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We can’t talk about Endpoints without covering Defender for Endpoint.  What 
kind of adoption are we really seeing in all levels of the marketplace?
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Investigate threats with AI and hunt suspicious activities at scale

• Get prioritized alerts and 

automated 

expert guidance 

• Visualize the entire 

attack and its impact

• Hunt for suspicious 

activities using pre-built 

queries
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threats
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NEXT STEPS

M365 E5 License:
Where to start your licensing journey

Join us for the next webinar on Azure Sentinel first week of June!  
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BlueVoyant Modern SOC and Microsoft

BlueVoyant’s Modern SOC provides 

enterprises a complete portfolio of 

Microsoft security focused services, 

including a customized deployment of 

Microsoft security tools, ongoing platform 

care & maintenance and 24/7 security 

operations as a service. BlueVoyant is 

uniting Managed Detection and 

Response (MDR) with Microsoft® Azure 

Sentinel and Microsoft’s® XDR solution.

MICROSOFT SECURITY TOOLS

SIEM | Azure Sentinel

x
365 Defender Azure Defender

XDR | Microsoft Defender

SERVICES

Consulting &

implementation
Platform

Management

Managed Detection

& Response
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Reach out to your Cadre rep 

and schedule a 60 minute

cloud maturity assessment or 

reach us at info@cadre.net


