VERITY
PROFILE OF A NEW SIF ACCOUNT

Part of the difficulty of identifying synthetic identity fraud (SIF) is its ability to blend in with similar
accounts with thin credit histories. FiVerity reviewed thousands of confirmed SIF accounts
immediately after they were identified over the past three years to build this profile of a typical new
SIF account. These profiles start small, but over months (or years) they expand across multiple
financial institutions with multiple trade lines, establishing a staggering amount of credit before

busting out.

By establishing
multiple trade
lines, a SIF
profile is able
to establish a
high credit limit

70% of SIF
accounts exhibit
typical customer
payment
patterns®

New SIF
profiles have an
average of 5

trade lines -
typically at
different
institutions

SIF accounts tend to have

high credit ratings, with an
average FICO score of 742*

SATISFACTORY ACCOUNTS
Total Credit Limit  $90,000
Bank #55533362 National Bank
PO Box 436
El Paso, Texas 79902
Date Updated 08.01.2021 Loan Amount
Payment Received $100 Balance
Pay Status Current: Amount Due
Paying
as Agreed Past Due
Rating OK Credit Limit
= Vehicle Loan $31,000 Universal Bank

Personal Loan $15,000 e—

Credit Card

Personal Loan

Social Security # 123-45-6780
Pl typically
Name John Smith stolen from three
different people
Address 234 South Rd

Phone Number

Employer Name

Los Gatos, CA 95032

3979 Round Dr Two addresses

Irvine, CA 92604

used on average!

555.365.9542

Canyon Inc

$5,000 e—

Farmers Corp

Additional

Jane Doe

Authorized Users

About 50% of synthetics use

“‘piggybacking” to build credit
for additional fake identities?

Regional Bank

Local Credit Union

Average loan

amounts by type!

1. FiVerity (October 2021). 2021 Synthetic Identity Fraud Report
2. ID Analytics (November 2019). “Slipping Through the Cracks: How Synthetic Identities are Beating Your Defenses.”
3. TransUnion. (2018). “Synthetic Fraud Myths: Are All Identities Created to Charge-Off?”

Initial average
revolving loan

$20,000
balances are
$3,833 relatively low as
fraudsters build
$0 up their credit
ratings*
$0
$12,248 Average
credit limit per
#55544428 account?
#55566647
#55588851
#55577778


https://www.fiverity.com/resources/sif-report-2021

