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The Promise, 
And Real Challenge, 
Of A Cloud Native Journey

McK      p b   ›          c    ›        ic  b         P      b  k  ›  7   p    ›  
 b    c    . W  w       p     b   ›  c  c p       ›  c            ›          
 ›    P   s    ›     cloud native security –   w     c›   c    z   b     p c     
b P     P            p          s   -  h  P       .   P  w  P    b    s 
  P   z             cc   s         P c         h     ›     P    s   b       -c    c   
 pp  c        w›      ›        j    P     P             ›  k  P  b      . 

   p        b      b   ›  p        s b        b   s      k      c     p        
        c   b       p    b               P       z              ›  s    w  P  x  p   : 

Speed to market allows businesses to react faster to change. 
“The retailer Gap Inc. used cloud-native application 
architectures for price optimization and can now handle 6,000 
price adjustments every four hours.”

Less was spent on infrastructure maintenance and more was 
invested in innovation when The US Air Force was able to 
completely inverse the ratio of budget spend on R&D versus 
maintenance of existing hardware from 30/70 to 70/30.

https://www.mckinsey.com/business-functions/mckinsey-digital/our-insights/debunking-seven-common-myths-about-cloud
https://www.forbes.com/sites/forbestechcouncil/2018/10/09/why-cloud-native-isnt-just-for-the-cloud/?sh=424fece119d6
https://www.forbes.com/sites/forbestechcouncil/2018/10/09/why-cloud-native-isnt-just-for-the-cloud/?sh=424fece119d6
•	Speed to market allows businesses to react faster to changeo	“ The retailer Gap Inc. used cloud-native application architectures for price optimization and can now handle 6,000 price adjustments every four hours.”http://
https://www.accenture.com/_acnmedia/pdf-90/accenture-cloud-native-pov-final.pdfhttp://
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Beginning With the 
End in Mind

M  c            s                “ h    ›            ›  P   ›     b       w  ›   
  s    c      ›     .”      k  q  ck   P       w     ›           › s    q      s     
  cc   s   c         h  j        c         h    c      - w› c›    P          ›  P›   s 
 s           ›       s   c         h    p        -  ›     s      c    c   p     s       
 xp                   c›      c         h    q         . 

 h    ›  P›   c         P              ›  s             p      p  c       c         h  
  p                    s   s      ›    p  c  c    s           b  k  P      c     
    h  j      .  ss c  h  c         h    c         p     s  ›    c›   c          P      
s  c           s  ›    h              s. S                    P  s w›    ss c  h  
c         h    c              c               ›  c    -     c    b        c›     P   
  q           ‘c         h         ’       c›   c      ›  p  P              w         c 
 xp c            b                  ›  j        ›   . 

W›                         ›    c›    P     c          c›  P  P         P  b    
  ›   ’ s     c         h    c           p      p  h     c    c   c    x         w›   
c       ›  w     pp       b                b   c›     P .

Confucius famously said, “By three methods we may learn 
wisdom: First, by reflection, which is noblest; Second, by 
imitation, which is easiest; and third by experience, which is the 
bitterest.” Maybe the bitterest mistakes of others can be avoided. 
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Debunking the

Seven Top Cloud 
Native Security Myths 

Myth 1
A specific cloud native security strategy 
is not required 
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A Specific Cloud Native Security Strategy 
is Not Required 

I p  h     c              s  ›       › P›          b   s     s   b    s    c     
    h        P   b c      s c  c p     k        b           ›    p         s    c     
c  p    P c  p          c              h       s  c         c     h c        
c       s      c    . U s             ›         b   c    c  c p      ›   c         h  
 pp  c                  c    b    s      w  ›                 c      c           p  c . 

F    x  p          c  h                  ›   c          ‘c      ’       ’    p    b   
s    ›       cc      ›   c               ›  iS    w› c›  ›      .      ›        
P                      P  s  ›  c  c p   s      h      p  h   P  .       P   
c         w  ›      p  h   P   p           P h    cc            ›        c       ›  
›               ck   c                   k   h    ›  ›   .    p    c   P       ›  
   P     s        ck   › h  P  cc        ›  ›         s  p  h   P    cc         b  
c          b s     ›  c              p             -c› ck       P c         h  
          s  c      c p b        (S   M  › #4 s                   p    c    ).

G     P   c        P›      b         c  c        ›  b              ›     c  c p     
 ›     c         h   pp   c› c      p   b    c    b    s        b  h       s 
traditional security tools (see Myth #2) confuses the very positive and optimistic 
    ›.   b     P c         h    c           c         h          h   c          
  k   pp  c             s      c            c     ›    h   b s     b     c     
    h    p        w  ›        c            P             c           j   
           p    c    . 

Myth #1

M  ›  
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Debunking the

Seven Top Cloud 
Native Security Myths 

Myth 2
Traditional security products are effective 
for a cloud native environment
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While the same security concepts (like firewalls or hardening) exist in a cloud native 
deployment, implementation must match the cloud native architecture, design 
and process

Key concept

Traditional Security Products are Effective for 
a Cloud Native Environment

              c                       q           c   –                        
       b   - s    ›   p c s c        s   c         h    h        . F    x  p    ›   -
based intrusion prevention systems (HIPS) monitor the OS, or Operating System, 
s    xp          h      b         w›     ›     ck b  ›  ›  h   b           c         h  
w  k      c  h       w        ›   b                     c        ›       iS/›    
w  k    ’     ss c.  
F   w          cc           h  w  P  ›  ›            c›  P  P I           b      
  c         h    c›   c      I                      c         P            w  ›   
  c               c›         K b          h        .  ›          ›     c     c 
s   w         h     VM-b          w         “k  w” w›     ›                   P  
      w› c›  pp  c       ›   b    P.       c             k     w     p  c      
              w›      ›  s   w    w         k  w w›  ›          ›          . Is 
s   w    c p b              q                 c             b     c    c  h    s     
           b    c         (  c p                )    c     c s   w    w     
b     ss c  h .

Myth #2

M  ›  

D  c        s  q     
        

V            
 p       c 

           
w  k     

          
       

H p  h        
›   w             

Traditional Security

S› s   P   s  w  › 
                P

S s w    c  p                 
    h      b       P  .

     x             c        
 ›   s    w  ›  w  k    

I       -b     
  P         

  s  c        p  h   P  
     c› w  k    

Cloud Native Security

 I/ D

ip       c   h   w›   

 p›       w  k     

i c›         p   

S›     k        b c     iS

Cloud Native Reality

Why traditional security concepts are not effective in a cloud native environment
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Debunking the

Seven Top Cloud 
Native Security Myths 

Myth 3
The same methods can be used to achieve 
compliance in a cloud native environment
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The Same Methods can be Used to Achieve Compliance 
in a Cloud Native Environment

    s  ›  w     P  s  ›       c         c  p    c    P                 c     
 p c s c P           ›              ›  p  c             s c    p c s c    c         h  
  h         . I    c         p     ›     ck  s P     c  (   p    b              )  
              b    h         M  › #    ›   c     c c             s   P c  p    c  
  q               ›     h          w         s   ›         q          s     c     
    h    c›   c    . W              b   ›    ›     ss c  h       s c     c c        s   
  c         h    h        .      ›                       x     p    p   c       p   . 
I         ›        s                     s “b     ss    ”    P        ›  c  c p   
         b   ›    P             ›          P   .

          h    h          w    P           h  h  c        s   c  p           
        ›        p        p         s         ›  . F    x  p    w›    b s    w  
  P›  › h  j    ›          VM      c      s      w       w   ’    p          
 c   c            P     c       ›       ›  VM            c       ›       ›  
  c›        .     w                     P  h          › w p   s  ›    ›  c        
       p  c . 

F     p  c  c    x  p      I DSS P            q      ›    p         s   I s       -
  I        .  ›  P               s   w      p›   c    cc    c         M    -F c    
   ›    c        c  h           P      ›        c      s             h   cc       
   ›       “p  h           b          c   ›    ›     - s- c p         c      b  
        c  p            - c p         c  p     .” 

    c›  h   ›    h    s   p          q      b    I DSS           -       K b        
c        w  w             › h    p        P            p p          h          c   
 c      ›    p                     pp  h                  h   K8       p c    
 ›          p  p     b    P       PP  P w  ›    ›         p c      s   ›   
  s  c    P  P                w     b    q         c        cc        ›          
    s   w    p   c         b   ›    c              p  h    h           s  ›          
  P         . I ’       p           p          b    s w      ›        › w p   s  ›   
 ›    c               p  c                 w     b  w›          s   .

Myth #3

M  ›  

Achieving compliance for a cloud native environment, in the absence of specific 
guidelines, requires demonstration of an informed ‘best effort’ that shows all the 
appropriate ‘layers’ of a cloud native architecture are being taken into account

Key concept

https://www.pcisecuritystandards.org/documents/Guidance-PCI-DSS-Scoping-and-Segmentation_v1.pdf
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Debunking the

Seven Top Cloud 
Native Security Myths 

Myth 4
Focusing on the application code alone will 
secure the cloud native application
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Focusing on the Application Code Alone Will Secure the 
Cloud Native Application 

 › ck  P  pp  c      c    s               p        w›  ›         c      c         
p  p           P  P     c     ›           b    s         p    p  -    c    b      . 
  c›    P      k  S S   D S   S        I S      › h    p  p         x    s     P    
      .      ›                 c    P   c         h   pp  c       ›    › s   P   s      
  p        P   c    c    (M  ›  #5     6 w       c  b   ›    p     c   s 
‘ › s -  s ’).

F    x  p     ›  b    c        ›  w     w        p    c   P         c       w›    
   P    w› c›  ›     b        b        ›       h   c›  P     p    c      b P   
 x c    P c                    ›   w          c          ›  b       P  (S   
Myth #5). Code will also not prevent orchestrator misconfigurations, like failing to 
    b              cc        ›  K8    I    h    w› c› c         w        ck   
     k  c        h             c                s      .     c    w        p    c  
 P      c      cc        c  s P          ›   c      h         c        h c    p   
       ck       k  w›        ’   WS  cc     w   b   P              c  p  c     c  
b c         K b                    h  c       w       p   w   -p    c   . 

S› s -  s      w  w           M  › #5       c    c   c  c p               › s  s   
S c              c    P c         h   pp  c      .     S c                           
p   c     c      ›         I s      c         W  k     .

Myth #4

M  › 4

Runtime protection and secure cloud account configurations are essential controls for 
cloud native security, alongside secure code 

Key concept

https://www.wired.com/story/cryptojacking-tesla-amazon-cloud/
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Debunking the

Seven Top Cloud 
Native Security Myths 

Myth 5
We will continue fixing development 
issues in production
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We Will Continue Fixing Development Issues in Production 
I     b           c         h  b   s    ›     c  h          s                  P  p    
b c      s     p  p      b   s         c           ss c   c . I     b             ›   
w  k      w        –      ›         – c›  P  w›          P    p    c    . I        
     c         h    h           s  ›  c  s P         s   VM          c›  P       
c                  b   p           w h       w    b  ›  c›       ›  p p              
w    c  p         p  c   ›      w  k              s b   P ‘p  c›  .’ 

    P  P s x                 ›  p p            ›            P  ›      -     s   w 
h           p         c     w      s   p  c›  P             w› c›         ›   
› P    p  c       s   › w   c            p       s x h      b       . U s            
 s   c                      b    h  P  ›   s x   w    b                    ›            
  h         h    P  w›    ›         c                 ‘ › s      s ’     ›  D hip  
      w›  b               ›   pp     ›   I/ D w  ks  w.

 cc     P    G      ’   0 0 M  k   G     s    W    “W  k              b  ‘b    
  c   ’ s     ›          ›                   .  ›   p  c     c    c           
  h   p      c     P             P/               ›   I/ D p p     .” I    ›   
w       ›    c                          p    c p       p    c   P  P      h      b        
     xp          ›   pp  c      – b    ›          w › pp      p       › p w  ›  ›  
D hS cip                    ›  p p     . 

S    F               I p c          › h   › w   ›    w  ›   c         h  
  p                p                   c    ›        p      p     P p  c›   b  
      ›   75%. I        s x   w                      w  k      w       p     -
  p          ›       ›   w   .  ›    › s    p                 c›  P             
s   b  ›  ›  D hip      S c           . 

Myth #5

M  › 5

Security teams should expect to make fixes in the build pipeline in partnership 
with DevOps, and not in production

Key concept

https://www.gartner.com/en/documents/3983483/market-guide-for-cloud-workload-protection-platforms
https://tanzu.vmware.com/content/analyst-reports/the-total-economic-impact-of-vmware-tanzu-application-service
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Debunking the

Seven Top Cloud 
Native Security Myths 

Myth 6
An effective method for ‘shifting-left’ is 
imposing more security requirements on 
the DevOps teams



15                                     ›  S    M  ›    c   b  U        c›  h     p    c            a   h    h                                     

An Effective Method for ‘Shifting-Left’ is Imposing More 
Security Requirements on The Devops Teams

 ›  p  h     p     p      ›  q        – › w c   w   ss c  h      c  p        c      
       D hip  p  c   ?  ›    c           w      w    › h    p  h  w  s   c      
 h        b h   ›  D hip       ’    p    b             ›  D hip        w        
 cc p      p  c       ›      w  ›     w .  ›  k      s    ›    c              
  h  h  D hip       p  h  P   c             p   P        ›     x     P    ›         P 
 ›         ›  D hip                   .

F    x  p     s  ›  D hip            l  k    s    I/ D   ›    c           c       
 p   p   c   ›   w    w    w›         P  ›   s               ›    c      p   c      
 xp     w› .  ›  D hip        ›          ›  s         P  s    w  ›   l  k        
     w  ›   l  k     › w  ›        c   b  s x           pp  h      P  c      . 
I   ›                   c      ›   b     b         c         ›          -  -s x 
w  ›      p    P      w  p  c          k  w   P      ›  D hip          ›   P› 
    P        s   c         h    c                      D hip      .  ›          ›   
c        b          b  ck   c›    P   s    p  P      P  ›   P›  ›  p p       b      
                w     P    b       ›   b  ck  P.

Myth #6

M  › 6

Integrate cloud native security solutions into the build pipeline, so DevOps teams 
will use them

Key concept
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Myth 7
The cloud provider will secure both account 
configurations and what is run in the cloud

Debunking the

Seven Top Cloud 
Native Security Myths 



17                                     ›  S    M  ›    c   b  U        c›  h     p    c            a   h    h                                     

The Cloud Provider Will Secure Both Account 
Configurations and What is Run in the Cloud

I     c    c                  ›     p    b         ›     c     p  h     w    –     w        
–             w›     ›  P           x   .  WS  s    x  p    b   s      c  b       
   p    b         p    c     ‘ s’  ›  c      w›      c                p    b   
s   p    c     ‘  ’  ›  c    .  ›      p  s c       pp        b      w  c    c   
   p    b        s   c        :

1.  ›  c     p  h               p    b   s    ›    s  c  s P         s     c        ’ 
 cc             h c  . W›    c     p  h       ss          s       c      
c  s P                 ›  c        ’    p    b         c› ck  ›  c  s P             
               p    c               s    ›    c      c    x   s  ›     pp  c      . 
  s            s   c      ›    c                   c                  s  ›           
 ss      q         p  p     c  s P           s    h c  . G                        p       
‘H w       p        ›   0 0  ›     L    c p ’  ›    “ ›   P›  0             99% 
 s c       c      s        w    b   ›  c       ’  s    .” 

S  p   w  ›              c      S  b ck    L  b   s   s  c                     
s          P           ›       h c     q       z     s k   c  s P            p  h    
p                 k        c      b   c›  .  ›  P      w      ›        k   c          
b  p  h      w  ›         S c              M   P                w› c› c   b      
 p b  w›  h   ›    cc        ›    c      cc              P   z     .    h     P 
     k         p     p         c     b        p        q  ck  s         . 

2.  ›              s          p    c   P ‘  ’  ›  c           ›  c             q         
                      ›      c     h  h  . F    x  p    K b            ›  c     
c     b   cc  p   ›   h    KS    ip   S   c  w  ›  WS’    s            z   
L   x   iS      ›  c       ’   w  L   x iS.  ›   ›        p    b               
h        ss      b  w     ›     p            q      ›   w  k     ›  p     s  ›  
c                       ›  s         s   c         p    b       . F         c      
 ›  L   x  x  p    b h   c              p  c›     P     iS      pp  c        
w›       WS w       k  c     s p  c›  P w›         s     iS        .

Myth #7

M  › 7

The customer is responsible for properly configuring cloud services, and understanding  
how the shared model of responsibility with the cloud providers varies, depending on the  
cloud services chosen

Key concept

https://www.gartner.com/en/documents/3986434/how-to-respond-to-the-2020-threat-landscape


Get a Demo >

Go Cloud Native with the Experts! 
See Aqua Cloud Native Security in Action

Aqua Security is the largest pure-play cloud native security company, providing customers the freedom to innovate and 
run their businesses with minimal friction. The Aqua Cloud Native Security Platform provides prevention, detection, and 
response automation across the entire application lifecycle to secure the build, secure cloud infrastructure and secure 
running workloads wherever they are deployed. 
Aqua customers are among the world’s largest enterprises in financial services, software, media, manufacturing and 
retail, with implementations across a broad range of cloud providers and modern technology stacks spanning containers, 
serverless functions, and cloud VMs.

 q    c.c     

@ q  S c      @ q  S c    

@ q   S c     

  / q   S c                                         

c    c @ q    c.c       

Conclusion
          P › w      p       c         h    c      c p b            ›  b P     P  s 
  c         h  j       b   P  k   c         h  c  c p     k        b        › s   P 
  s                      s c  . W  ›  h     b   c             P  s w›   ›       
c        ›       ›          pp          c   b P      P            cc            
 s › w    b P   p      P     ss c  h  c         h    c            P       c         h  
j        h     .     p      P    p    b               c    c             › w       
             s c  w  ›         ›           p    b    ›   P›                P  s  ›  
             ›   . 

M      p                 P  b    c         h    c                    c         h  
j       c     h             p c          ›           p        w› c›         k  
c         h    h                 c     ›    h   b s   .  ISi  w        w       
         ›     h       ›   c         h  w               ›    ›          b c     
  c             P›  w     cc           p        p  h   ss c   c         k    c      
       ›    P   z     ’  c         h  ›     . 

https://www.aquasec.com/demo/
https://www.aquasec.com/
https://twitter.com/AquaSecTeam
https://www.facebook.com/AquaSecTeam
https://www.youtube.com/channel/UCLstqAtOx2t0xy8YaYMjkWg
https://www.linkedin.com/company/aquasecteam
mailto:contact@aquasec.com

