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The One-Day Cyber Health Check, based effective. The diagram below provides a
on the NIST Cybersecurity Framework breakdown for each of the five key pillars.
(NIST-CSF) is a fixed, low-cost assessment to
determine your organisation's cybersecurity
health and readiness to respond to cyber- .
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Benefits:

4 Fixed, low-cost appraisal of your organisation’s
cybersecurity.

Timed access to a highly qualified security consultant
at a fixed cost.

4 Likely opportunity for significant cost savings.

4 Output and recommendations aligned against a well-
understood, internationally-recognised framework
(NIST CSF).

An enhanced understanding of your organisation’s
strengths and weaknesses in incident response.

Easy to understand recommendations to achieve
tangible improvements.

Our approach:

We send you a link to a self-assessment questionnaire
that you complete. After we receive payment, you are
assigned an experienced cybersecurity consultant who
will spend up to 4 hours with you on a single call.

The diagram on the right further describes the
straightforward process to initiate and complete the One-
Day Cyber Health Check.

What We Examine:

As part of our One-Day Cyber Health Check, we will need
to see key document artefacts including, but not limited
to cyber security related policies and processes, incident
response processes, key strategy documents. Where
possible, we will also want to speak to your key suppliers
who may be providing your cybersecurity services.

Output:

We produce a concise report that highlights our key
observations and opinions on your organisation’s
cybersecurity, compliance and overall incident response
readiness, clearly highlighting any critical deficiencies
that need urgent attention. This is mapped against the
NIST cybersecurity framework. The report will include a
summary list of recommendations.

Your Obligations:

For this exercise to be successful, you must have all your
resources available and documents ready for the Phase 2
call (see image).
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Schedule Phase-1 call
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Phase-1: 60 Minutes
Information Gathering

Understand Client business,
stakeholders & particpants

Gain a better understanding
» Organisational structure
» Regulatory & legal drivers
» Business assets & controls
o External contexts ™

» Schedule Phase-2 call

» Agree Phase-2
documents & information

« Identify additional )
stakeholders
(internal and/or 3rd party)
for Phase-2

Initial exploration of existing
artefacts including policies &
processes.

Phase-2: 240 Minutes
Information Gathering

* Review CM-Alliance
NIST-readiness assessment
questionnaire with our 4 j
consultant

o Review key documents &
artefacts including but not
limited to:

- Policies, processes &
procedures, current & future
technology investements +
more

Formal Executive
Report

Please note: This is a fixed, low-cost opportunity for
you to highlight your strengths and weaknesses. We
do not test any controls. We do not deep-dive into any
processes and/or documentation. We will take your
responses at face value and base our reports and
recommendations on those responses.
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