
Are you prepared for a  
RANSOMWARE attack? 

Are your technology  
investments up to scratch? 

Are your incident response plans  
fit-for-purpose? 

Let us help you.

RANSOMWARE 
READINESS ASSESSMENT
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Why Conduct A Ransomware Readiness Assessment?

Ransomware is a scourge leaving 
organisations facing severe consequences 
including financial impact and damage to 
brand reputation. A RRA or Ransomware 
Readiness Assessment is a quick way to: 

n Validate your Security Investments

n Discover the GAPS in your Technology

n  Understand specific issues in your processes 
and procedures 

What We Examine

During our Ransomware Readiness 
Assessment, we will understand how  
you handle: 

n User and Access Management

n  Web Browser Management and DNS 
Filtering

n User and Access Management

n Incident Response

n Patch and Update Management

n Application Integrity and Allowlist

n Robust Data Backup

n Network Perimeter Monitoring

n Phishing Prevention and Awareness
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Understand your organisational contextual readiness 
to ransomware attacks.

Determine if your existing investments and your 
current processes and procedures are fit-for-purpose.

Identify improvements in your technology, policies  
and processes.

Know if your ransomware readiness aligns with  
your organisation’s threats, threat actors and risk 
mitigation strategy.

Receive specific recommendations on technical 
aspects, policy and processes to boost detection and 
response capabilities.

Identify potential cost savings on current and  
future spends.

Our approach:
We adopt the same rigour, discipline and evidence-
based approach to all our assessments. In Phase 1,  
we are in a ‘fact-finding’ mode and want to read and 
consume all the necessary information. This can take as 
little as a few hours or days, depending on the size of  
your organisation.

In phase 2, we dive into the Ransomware Readiness 
Assessment. We will need to speak with someone who 
has the experience, the organisational context and the 
holistic awareness of the business. We then finish the 
assignment with a management report.

Output – An Executive Summary Report 
and Recommendations:
We will provide you with an executive report with details 
on all the 10 categories that we have assessed, along with 
a breakdown for each category. 

We list additional observations our consultants make 
during the assessment. 

The report provides easy-to-understand 
recommendations on improving the score and closing 
the gaps. 
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Benefits of Conducting Ransomware 
Readiness Assessments: Phase 1

Information Gathering

Ransomware
Readiness Assessment

Phase 2

FACT Find & Current State

Artefacts

Management Report
Phase 3

Identify & Confirm
• Organisational structure
• Regulatory & legal drivers
• Business assets & controls

Obtain List of Artefacts
• Policies
• Procedures
• Playbooks
• Technology Stack

Key strengths & 
Areas of improvement

Recommendations

Executive Presentation of
Ransomware Readiness Report

Why not find out more about our audits 
and assessments? 
Book a no-obligation discovery call with one of 
our consultants. 

Go to: https://www.cm-alliance.com/ 
book-a-discovery-call-consultancy
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